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Abstract—The IoT Internet of Things being a promising 

technology of the future. It is expected to connect billions of 

devices. The increased communication number is expected to 

generate data mountain and the data security can be a threat. 

The devices in the architecture are fundamentally smaller in size 

and low powered. In general, classical encryption algorithms are 

computationally expensive and this due to their complexity and 

needs numerous rounds for encrypting, basically wasting the 

constrained energy of the gadgets. Less complex algorithm, 

though, may compromise the desired integrity. In this paper we 

apply a lightweight encryption algorithm named as Secure IoT 

(SIT) to a quantized speech image for Secure IoT. It is a 64-bit 

block cipher and requires 64-bit key to encrypt the data. This 

quantized speech image is constructed by first quantizing a 

speech signal and then splitting the quantized signal into frames. 

Then each of these frames is transposed for obtaining the 

different columns of this quantized speech image. Simulations 

result shows the algorithm provides substantial security in just 

five encryption rounds.  

Keywords—IoT, Security, Encryption, quantized speech 

image, SNR, PESQ, Histogram, Entropy, Correlation 

I.  Introduction 
In the latest years, the Internet of Things (IoT) is turning 

out to be an emerging discussion in the research domains and 
practical implementation. IoT is a model including ordinary 
entities with the ability to sense and communicate with 
corresponding devices using Internet [1]. Nowadays, the 
broadband Internet is generally accessible to any user and its 
cost of connectivity is also reduced, more sensors and gadgets 
are getting connected to it [2]. Such conditions are providing 
suitable ground for the IoT growth. There are many research 
works focussing on complexities around the IoT and we wish 
to approach any object from anywhere in the world [3]. The 
sophisticated sensors and chips are embedded in the physical 
things surrounding us, each transmitting valuable data. The 
sharing process of such large amount of data begins with the 
devices themselves which should securely communicate with 
the IoT platform. The latter integrates the data from many 
devices and applies analytic computations to share the most 
valuable data with the applications. The IoT is taking the 
mobile network, conventional internet and sensor network to 
another level as everything will be connected to the internet. A 
matter of concern that should be kept under consideration is to 
guarantee the issues related to data integrity, confidentiality 
and authenticity that will emerge on security account and 
privacy [4, 5]. 

II. The proposed Algorithm  
      In this paper we propose to apply a lightweight Encryption 

Algorithm to a quantized speech image for Secure Internet of 

Things. This application is justified by the following 

arguments: 

-We need to send confidential data between many devices 

with high level security, 

-A lightweight Encryption Algorithm can be implemented in 

simple devices which don‟t require powerful processors, 

 

     The construction of a quantized speech image is illustrated 

in Figure 1.  According to this figure, the different steps of this 

construction are given as follow: 

1.Quantization of the input speech signal, 

2.Splitting the obtained quantized speech signal into frames 

where each of them is of length . These frames are in 

number of  and are noted as follow: , 

3.Transpose each of these frames  in order 

to obtain the different columns  of this 

quantized speech image, , 

 
      In figure 2 is illustrated the block diagram of the proposed 

encryption/decryption technique applied to the quantized 

speech image for Secure Internet of Things. 

       As shown in Figure 2, a lightweight encryption algorithm 

proposed in [5], is applied to the quantized speech image in 

order to obtain the encrypted image. After that, the lightweight 

decryption algorithm [5] is applied to the encrypted image in 

order to have the decrypted image. Then, the reconstruction of 

the quantized speech signal is performed and finally the de-

quantization is applied to this signal in order to obtain the 

output speech signal which represents the confidential data. 

III. Experimental Setup 
    To test the security strength of the proposed technique, it is 

evaluated on the basis of the following criterion: 

 Effect of cipher on the entropy,  

 Key sensitivity, 

 Histogram and correlation of the image.  

 

     We further tested this technique for computational resource 

utilization and computational complexity. For this we observe 

the memory utilization and total computational time utilized 
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by the algorithm for the key generation, encryption and 

decryption.  

 

-Key Sensitivity: An algorithm of encryption should be 

sensitive to the key. It means that it should not retrieve the 

original data when the key has even a minute difference from 

the original key. Avalanche test is employed to evaluate the 

amount of alterations occurred in the cipher text by changing 

one bit of the key or plain text. According to Strict Avalanche 

Criterion SAC [6] when 50% of the bits are changed due to 

one bit change, the test is considered to be perfect. To visually 

observe this effect, we decrypt the image with a key that has a 

difference of only one bit from the correct key.  

-Execution Time: One of the fundamental parameter for the 

algorithm evaluation is the time amount that it takes for 

encoding and decoding a particular data. The algorithm 

proposed in [5] is designed for the IoT environment sould 

consume minimal time and provide substantial security [5].  

 
-Memory Utilization: Memory utilization is a principal 

concern in resource constrain IoT devices. An encryption 

algorithm is composed of some computational rounds that may 

occupy significant memory making it inappropriate to be used 

in IoT. Consequently, the proposed technique is evaluated in 

terms of its memory utilization. Smaller memory amount 

engagement will be favourable for its deployment in IoT.  

 
-Image Histogram: A method for observing visual effect of the 

cipher is to encrypt an image with the proposed algorithm and 

view the randomness it produces in the image. For evaluating 

the generated randomness, the image histogram is computed. 

after encryption, a uniform histogram depicts appreciable 

security.  

 
Figure 1. The block diagram of the construction of a quantized 

speech image. 

 
Figure 2. the block diagram of the proposed encryption 

technique applied to the quantized speech image for Secure 

Internet of Things. 

 

-Image Entropy: The encryption algorithm adds extra 

information to the data so that mak it difficult for the intruder 

to differentiate between the original information and the one 

added by the algorithm. The information amount is measured 

in terms of entropy, consequently it can be said that higher the 

entropy better is the security algorithm performance. For 

measuring the entropy ( ) for an image, equation (1) is 

applied on the intensity ( ) values and  is the intensity 

value probability . 

 

                          

-Correlation: The correlation between two values represents a 

statistical relationship that depicts the dependency of one 

value on another. Data points that hold substantial dependency 

has a significant correlation value. A good cipher is expected 

to eliminate the dependency of the cipher text from the 

original message [5]. Consequently, no information can be 

extracted from the cipher alone and no relationship can be 

drawn between cipher text and the plain text [5]. Shannon has 
explained this criterion in his communication theory of 

secrecy systems [67]. 

     In this experiment we calculated the correlation coefficient 

for original and encrypted images. The correlation coefficient 

ϓ is computed by employing equation (2). For ideal cipher 

case have to be equal to 0 and the worst case  will be equal to 

1. 

                                                    

With ,  and  are respectively the 

variances and covariance of the variables and . The 

spread of values or variance of any single dimension random 

variable can be computed by employing the equation (3). 

                                          (3) 

With  represents the variance variable . 
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     The covariance between two random variables and  

,  is expressed as follow:  

            (4) 

     In equations 3 and 4, the quantities  and 

represents respectively the expected values of the 

random variables and . These expectations are computed 

by using the following formula: 

                                                                (5) 

With  is the total number of pixels in the image and is 

equal to ,  is a vector having as length and  

 represents the  intensity values of the original image. 

 

      For testing the perceptual quality of the reconstructed 

speech signal, we use in this work the Signal to Noise Ratio 

(SNR) and the PESQ (Perceptual evaluation of Speech 

Quality) where their definitions were given in many references 

such as is [53]. 

IV. Results and Discussion  
     According to [5] the algorithm simulation is made in order 

to perform the standard tests including Avalanche and image 

entropy and histogram on Intel Core i7-3770@3.40 GHz 

processor employing MATLAB®. For evaluating the 

performance in the real IoT environment, Muhammad Usman 

et al. Implemented the algorithm on ATmega 328 based 

Arduino Uno board as well. The memory utilization and 

execution time of their proposed algorithm [5] was observed. 

In [5], the execution time was found to be respectively 0.188 

millisconds for encryption and 0.187 milliseconds for 

decryption, the algorithm proposed in [5] employs the 22 bytes 

of memory on ATmega 328 platform. As previously 

mentioned, in this work, we use the same 

encryption/decryption algorithms proposed in [5]. The 

encryption algorithm proposed in [5] was compared with other 

algorithms implemented on hardware as shown in table 1 [5].

 

Table 1. Results for Hardware implementations [5]. 

 
CIPHER DEVICE Block Size Key Size Code Size RAM Cycles 

(ene) 
Cycles 
(dec) 

AES  AVR 64 128 1570 - 2739 3579 

HIGHT AVR 64 128 5672 - 2964 2964 

IDEA AVR 64 80 596 - 2700 15393 

IDEA AVR 64 80 596 - 2700 15393 

KATAN AVR 64 80 338 18 72063 88525 

KLEIN AVR 64 80 1268 18 6095 7658 

PRESENT AVR 64 128 1000 18 11342 13599 

TEA AVR 64 128 648 24 7408 7539 

PRINCE AVR 64 128 1574 24 3253 3293 

SKIPJACK Power TOSSIM 64 80 5230 328 17390 - 

RC5 Power TOSSIM 64 128 3288 72 70700 - 

SIT ATmega328 64 64 826 22 3006 2984 

       

Key and Block sizes are in bits whereas RAM and code size 

are in bytes. The cycles include key expansions along with 

both encryption and decryption [5]. 

     The Avalanche test of the algorithm shows that a single bit 

change in key or plain text brings around  change in the 

cipher bits, which is close to the ideal  change. The 

results in [5] show that the precise decryption is possible 

merely when the correct key is employed for decrypting the 

encrypted image. When the incorrect key is employed, the  

 

image remains non recognizable. For a visual demonstration 

of Avalanche test, compared to the original key, the wrong key 

has a difference of just a bit, the algorithm strength can be 

perceived from this result.  

    To perform histogram and entropy tests, in this work we 

have used a speech signal „„original1.wav‟‟ represented in 

Figure 4. From results in Table 2, it can be remarked that the 

entropy of the encrypted image is greater than the original 

image. The correlation comparison in Figure 9 illustrates the 

contrast between the encrypted and the original data. The 

original data which is in our work the quantized speech image. 

This image is highly correlated and detaining a high value for 

the correlation coefficient. However, the encrypted image does 

not seem to have any correlation. 

 
Orignal Encrypted Decrypted

 
Figure 3. Image Encrypted/Decrypted. 
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                        (a)                                             (b) 

Figure 4. (a) Original Speech Signal, (b) Reconstructed 

Speech Signal after Decrypted and Dequantization. 
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                             (a)                                       (b) 

Figure 6. (a) The beguining of the original speech signal 

(Zoomed ), (b) the same region of the reconstructed speech 

signal after Decrypted and Dequantization (Zoomed). 
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                              (a)                                      (b) 

Figure 7. The middle of the original speech signal (Zoomed), 

(b) the same region of the reconstructed speech signal after 

Decrypted and Dequantization (Zoomed). 
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                               (a)                                        (b) 

Figure 8. The end of the original speech signal (Zoomed), (b) 

the same region of the reconstructed speech signal after 

Decrypted and Dequantization (Zoomed). 

 

     Figures 6 to 8 show clearly the difference between the 

original speech signal and the reconstructed speech one 

obtained after decryption and dequantization. This difference 

is due to quantization/dequantization.  

 

 
 

 

 

Figure 9. Correlation comparison. 

 

Table 2. Results for Correlation and Entropy. 

 

     According to the results obtained from SNR and PESQ 

computations (Table 2), the reconstructed speech signal is 

with very good perceptual quality.  
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Figure 10. (a) Histogram of the original Speech quantized 

Image, (b) Histogram of the Encrypted Speech quantized 

Image. 

 

     In the results of histogram in Figure 10 for the original and 

encrypted image, the almost uniform distribution of intensities 

after the encryption is an indication of desired security. 

V. Conclusion 
      In the near future Internet of Things will be an important 

element of our daily lives. Many energy constrained devices 

and sensors will continuously be communicating with each 

other and the security of which must not be compromised. For 

this reason a lightweight security algorithm is to a quantized 

speech image for Secure IoT. This quantized speech image is 

constructed by first quantizing a speech signal and then 

splitting the quantized signal into frames. Then each of these 

frames is transposed for obtaining the different columns of this 

quantized speech image. The simulations show promising 

results making the algorithm a suitable candidate to be 

adopted in IoT applications.  
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