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Hiding binary image in a grayscale image using
Pixel Matching and Randomization Technique
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Abstract - This paper proposes a method of hiding the binary image
in a grayscale image. Random numbers could be used to shuffle the
binary values of an image. Invert is an operation that complements
0s and 1s of binary image. Pixel matching is a technique that could
be used to is also used to extract the binary bits and compare the
stego-image with original image. This work aims to generate
random numbers with less detectability as well as higher embedding
capacity through inverting the binary image. Experiments are made
among open source grayscale images and the results with higher
Peak Signal Noise Ratio (PSNR) and good visual quality in images
obtained.

Keywords — Invert, Pixel matching, Pseudo random number
generator, Embedding capacity, grayscale image, Peak
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1.  INTRODUCTION

It is necessary to hide the existence of secret
information, instead of changing the format leads to
steganography  methods. In  digital  world,
steganography plays a key role in secret
communication. Text, image, audio and video are the
primary carriers in steganography to cart the secret
information [4]. Steganography classified into two
domains. Spatial domain which inserts the secret data
bits in pixel values, whereas in transform domain,
transform coefficients are modified to hide the secret
information. Spatial domain methods are known for less
complexity in its implementation as well as high
embedding capacity [1]. Pixel matching reduces the
complexity over the structure of the code and fast
retrieval of secret information in destination [7].

n. RELATED WORK
A. Pixel matching methods

1. Run length encoding & matrix
methods

To overcome the limit in increasing embedding
capacity with uncompressed secret information, run
length encoding is introduced to decrease the size of the
embedding information which leads to high embedding
capacity [15].
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Instead of using single encoding scheme for
embedding secret information, in proposed work, two
encoding methods introduced. Matrix encoding method
for decreasing the secret bits and single digit sum
encoding method to find the recurrence relation
between the pixel values [2].

2. Genetic
matching

To obtain second order statistics and tuning vector
with optimum values, the genetic algorithm has been
introduced in their recommended approach [5]. To find
the optimal solution in LSB matching revisited method
bipolar system is suggested instead of binary function.
The probability of detection of secret information has
been reduced in this method [11].

3. Methods with
approaches

Improving the pixel matching against correlation
attacks on steganography, a method introduced with
information table to increase and decrease the pixel
values based on the average amount of change made in
pixels and also ensures there is no sharp difference
between the values of modification among those pixels
[19]. To embed large amount of information in an
image, less than half of the data bits are embedded and
the remaining data will be predicted in destination side.
The presence of errors is the limitation of this work.
The errors were being reconstructed by noise filters [6].

algorithm with pixel

predictive

4. Methods with randomization of

bits

After randomization of bits, the wvalues are
embedded by adding or subtracting the bits in pixel
values [7]. Statistical imperceptibility of the existing
methods is resolved by introducing sum and difference
covering set [18]. Instead of modifying one pixel, pair
of pixels is modified and the correlation between those
values will not affect when they are statistically
attacked [8]. Remapping of data makes the data
retrieval tedious for the intruder who needs to decrypt
the secret information [13]. Character value indexing
and individual character boundary indexing was
introduced with novel randomization algorithm
proposed with higher PSNR rate [9]. Pixel Value
differencing is combined with pixel indicator technique
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in addition to randomization of secret values to get
higher PSNR rate has been proposed [10].

B. LSB matching revisited methods

By adding and subtracting the pixel values of
cover image by one is the key concept, which leads to
high embedding capacity [7]. Avoiding smooth surfaces
but choosing the sharp surfaces will ensure more
security as a key work in edge adaptive steganography
has been proposed with LSB matching revisited
(EALSBMR) [17]. Finding the edges with Sobel edge
detection algorithm for reducing the difference between
cover-image and stego-image is proposed as Sobel edge
detection LSBMR (SELSBMR) [20].

C. Algorithm for randomization

True random number generators are always
powerful and the unpredictability ratio is higher than
the pseudo random number generators, which generates
the series through the key values [12]. In order to
achieve pseudo random number generator which is as
powerful as true random number generator, a new
algorithm was proposed. Where cyclic action of random
number series is appended by eliminating the
reoccurring numbers and finally reaches a unique
pseudo random number series and thereby decreasing
the probability of detection [9].

m. Proposed Approach

In this proposed algorithm, binary image is
embedded into grayscale image with randomization
concept and pixel matching technique. If logical 1s in
the binary image are higher than the logical Os then the
image is inverted and embedded into a grayscale image
based on random number series. Instead of using single
random number series, multiple series are generated
and combined to form the powerful random number
series that rearranges the bits of binary images and
embeds in the grayscale image. During extraction at the
receiving end, the reverse of above strategy is applied
for binary image extraction from the grayscale image.
Comparing stego-image with grayscale image the
difference is formed as a logical matrix and then
rearranged as binary image.

A. Proposed Embedding algorithm

1. Read the binary image and calculate the resolution
by m*n (m is height and n is width).

2. Find the number of 1s and Os in the binary image

values
res
Z JFbi(i=1) ~ ne=ne+1 — )
L JFbi(i=0) ~ ze=ze+1
i=

where 1 <i <res
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Where ne represents 1, ze represents 0, res
represents resolution and bi characterizes binary image.

3. Number of pixels holding the logical 1s are greater
than pixels which holds zero, then invert it.

res

Z[JT ne>ze n()=1-n@)] - Q)

i=1

where 1 <i<res
4. Applying pseudo random number

algorithm [9].

generation

D Irandy®] - (3)

where 1l <i <res

Randy represents a random number series by
combining several series which is generated
through seed series together to form a unique
series.

5. Rearrange the logical values by the random number
series. By combining the results of equations (2)
and (3) equation (4) is formed.

% (npv(® = po(randy(®)) - @)
where 1l <i <res

pv represents unmodified binary image and npv
represents modified binary image.

6. Embed the secret data bits among the pixel values
of grayscale image.

e[ IF g(D) =255
| IFgl) #255 |
S @) = 9 @) + npv(@)]

where 1l <i <res

g represents the grayscale image and the values of
it is decreased by the values of npv values in g written
as a stego-image.

B. Proposed Extraction Algorithm
1. Compare the stego-image with original image in
the database and store the difference in the loop
rzes: [JT sg(@) # g(@) ~ shi(i) =1

sg() = g@) -~ sbi() =0] (6)
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where 1 <i <res

sg represents stego-image, g represents original
image and shi represents rearranged binary image.
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easily detectable by edge adaptive steganalysis
methods. B-Spline fitting method has been proposed
with steganalysis that detects through the edge adaptive
steganography methods [14].

2. Generate pseudo random numbers through PRNG  C. Statistical Attacks
algorithm [9] A channel is suspected to be a pathway to stego-
res images, then this channel is targeted and the images are
Z[mn dy()] - (7) statistically tested and a correlation study is carried out
_ between the pixels to detect the secret information.
=1 Daniel Lerch’s method proposed for detection of secret
where 1 < i < res information through pattern-analysis which has got high
T impact over the methods, that uses unique unprocessed

3. Extract the secret information from stego-image as  Pseudo random numbers [3].

equation (8) using (6) and (7)

i [k
£ |bi
i=1

where 1 <i <res

= randy(i);

W = sbi;l ~ @

k represents a value of the random number series
and bi represents the binary image.

4. To change the binary image into its original form

inverts it again using equation (9).
res

2[73’ ne<ze n()=1-n@)] —(09)

i=1
where 1 <i <res

Original image is successfully extracted from stego-
image.
Experiments and Results
A. Visual Quality and Embedding
Capacity

Experiments are made on open source images [15].
Images with different resolutions are chosen for finding

the Means Square Error (MSE) and PSNR value for [T MSE | 0.0608 | 0.0632 | 0.0896 | 0.055L | 0.0385 | 0.0405 | 0.0243
P : : : PSNR | 59.97 | 59.88 | 58.18 6039 | 6200 | 6L.72 | 6384
proo_flng improved embedding capacity and good visual  5—jse T oos9 [0.0555 | 00022 | 0027t [0.077z [ 00720 [ 0.0702
quality of the proposed method. The results are shown PSNR | 6123 | 6070 | 74.805 | 63.79 | 5025 | 5055 | 50.66
: ; ; ; 3 |MSE_| 00293 | 00281 | 0.0587 | 0.0992 | 0.0145 | 0.0867 | 0.0240
In Taple 1 for e'ght_ Images for seven different PSNR | 6345 | 63.64 | 60.44 5815 | 6650 | 58.74 | 64.33
resolutions. The secret image is randomly chosen and [4 MSE_| 0019 | 00287 | 0.0271 | 00691 | 00634 | 0.0406 | 00441
i ; PSNR | 6520 | 6355 | 63.72 5073 | 60.10 | 6204 | 6168

embedded into cover images. The proposed WOrk e TGm [o0z1 | o006 | 06725 | 0015 | 00738 | 00722

produces greater PSNR values than existing methods as
shown in Figure 1. By embedding different capacity of
secret image the PSNR rate varies as shown in Table 2.
Difference between the two images is represented with
binary numbers and produces the bit error ratio.

B. Visual Attacks

Existing methods are implemented with embedding
among sharper regions rather than softer regions. It is

Distinctively, in this proposed work, several random
series are generated through a seed series that will make
detection process hard to complete. The secret
information is added as noise instead of embedding in
sharper regions. This method has resistance against
histogram attacks as depicted in Figure 1.

D. Comparison between the

Existing Methods

The proposed work has been compared with the
existing steganography methods such as LSBMR,
EASSBMR, SELSBMR and MPMS. In LSB matching
steganography the embedding capacity of the cover
image has been highly improved. The PSNR rate of all
the methods are as shown in Table 3. It is observed that
the PSNR of the proposed method is higher than the
other existing methods. Furthermore, it is unstated that
the proposed approach has overwhelming performance
at various hiding capacities. It infers that this approach
performs better in overall. Graphical representation of
performance in terms of PSNR rate and its histograms
are depicted in Figure 2.

TABLE 1. MEAN SQUARE ERROR AND PEAK
SIGNAL NOISE RATIO VALUES FOR EIGHT IMAGES
WITH SEVEN DIFFERENT RESOLUTIONS

Images

Resolution
R4

R3

PSNR 59.78

0.0268
63.85

0.0183
65.45

0.0721
59.54

11

In Table I, R1-R7 represents various resolutions of
the image considered for experiment. The resolutions
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are 240x320, 320x200, 352x288, 384x288, 480x320,
640x480 and 800x600.

The open source images 1 to 7 in Table 1 are
the images of Apple, Bike, Dragon Fly, Duck,
Elephants, Lion, Sunflower and Tulip respectively.

TABLE 2. DIFFERENT EMBEDDING RATES WITH ITS MEAN
SQUARE ERROR, PEAK SIGNAL NOISE RATIO AND BIT
ERROR FOR 240*320 IMAGES.

Capacity MSE PSNR Bit
(In %) In bits error
10 7680 0.0002 83.97 0.0004
20 15360 0.0055 70.69 0.0106
30 23040 0.0094 68.37 0.0183
40 30720 0.0137 66.77 0.0270
50 38400 0.0187 65.43 0.0368
60 46080 0.0240 64.31 0.0480
70 53760 0.0274 63.74 0.0546
80 61440 0.0284 63.59 0.0568
90 69120 0.0289 63.51 0.0578
100 76800 0.0293 63.45 0.0585

TABLE 3. COMPARISON OF OTHER METHODS WITH PSNR
VALUES AND EMBEDDING RATE.

c;':)(:llcr;?y Steganography

(in bits) Techniques PSNR
LSBMR 67.53

EALSBMR 67.05

8000 SELSBMR 67.05

MPMS 71.76

Proposed work 82.83

LSBMR 64.53

EALSBMR 64.04

16000 SELSBMR 64.42
MPMS 67.77

Proposed work 70.37

LSMR 62.77

EALSMR 62.25

24000 SELSBMR 62.66
MPMS 66.98

Proposed work 68.28

LSMR 61.52

EALSMR 60.99

32000 SELSBMR 61.38
MPMS 65.73

Proposed work 66.55

It is observed that a significant difference of
increased PSNR is evinced for the lower hiding
capacities and the difference turns closer as the hiding
capacity increases. Other methods have varied its PSNR
in a non-chronological order. Table 3 and Figure 2
present a clear standing of the proposed approach.
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Figure 2. Comparison of other methods with different embedding rate
and PSNR values

Conclusion and Future

Work

In this paper, improvement of embedding capacity and
visual quality of the images are highly focused. This
two-layered feature makes it hard to detect the secret
message behind the grayscale image. Instead of using
traditional pseudo random numbers generated series,
combined multiple series make it hard to assume the
combination. In future, several layers of security can be
implemented to enhance this scheme in its prime
direction. Further it improves the quality of pseudo
random number generation process to achieve high
PSNR and security.
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