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Abstract— An important problem in wireless
network security is node authentication. The existing
schemes for node authentication are based on IP and
MAC address which can be easily spoofed by the
adversaries. Wireless spoofing attacks are easy to
establish and significantly affects the functionality of
the network. In the proposed approach, log files are
used for authenticating each node which is hard to
falsify and difficult to modify or delete the contents. The
proposed system determines the spoofing attacks and
localize the adversaries using spatial correlation of
received signal strength (RSS). In this paper, the
problem of identifying the number of attackers is
determined by Partitioning Around Mediods (PAM), a
cluster-based analysis method and Euclidean distance
between successive packets. The simulation results show
that the proposed approach over performs all other
existing approaches with high detection ratio.

Keywords— Spoofing attacks, RSS, PAM, Euclidean
distance.

I. Introduction

Due to the receptiveness of the wireless
transmission medium, assaulters can monitor any
transmission. Security has become an elementary
concern in order to provide invulnerable
communication between mobile nodes in an
uncongenial environment. Among the various types
of attacks, individuality-based spoofing attacks are
peculiarly easy to launch but causes significant
damage to network performance. For instance, in an
802.11 network, it is easy for the attacker to gather
MAC address information during passive monitoring
and tend to modify its MAC address by simply
issuing the ipconfig command to masquerade as
another device. Spoofing attacks are a grievous threat
as they constitute a form of identity compromise. It is
thus important to discover spoofing and eradicate
them from the network. In spite of existing 802.11
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security techniques including Wired Equivalent
Privacy (WEP), Wi-Fi Protected Access (WPA), or
802.11i (WPAZ2), the data frames alone can be
protected. Spoofing attacks can promote a variety of
injection attacks [1], [2].

Although the existing IBA (Identity Based
Attacks) detection schemes work well in a static
network, they tend to raise excessive false alarms in
the mobile environment where the RSS profiles
changes over time due to node mobility. Most
subsisting approaches to detect spoofing attacks are
based on RSS (Received Signal Strength) [3], [4],
[5]. However, all the existing system assumes that
original node should be in the network when the
spoof node enters into the network. This is not
possible in all the cases especially when a spoof node
enters into the network prior to original node, the
network identifies the spoof node as original node.
Hence all the existing approaches fail to identify the
spoof node when the original node is not
participating in the network, the proposed system
aims to rectify this problem. The another major issue
confronted is, when the original node is not present in
the network there is more possibilities for more than
one spoof node to intrude the network by taking the
identity of the original node.

Therefore, it is important to detect and localize
the adversaries in the wireless network. The proposed
work uses network log files for monitoring the
behavior of the wireless nodes and uses received
signal strength (RSS)-based spatial correlation[6], a
physical property associated with each wireless node
that is hard to warp and not dependent on
cryptography, as the basis for localizing spoofing
attacks. Since we are implicated with assaulters
having different locations than licit wireless nodes,
the RSS information is used to identify the spoofing
attacks and to focalize the assaulters. RSS will not
require any additional cost or modification to the
wireless devices which is an added advantage.
Typically, a wireless device does not often change its
transmission power, therefore a drastic change in
RSS measurements of received frames from the same
MAC address suggests a possible spoofing attack.
The farther the attacker is far away from its victim,
the more likely their RSS patterns differ significantly
and it is easier to detect the spoofing attacks.
Although various authentication frameworks are
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existing such as hop-by-hop authentication protocol
[7], still identity-based attacks are easier to launch
since authentication is provided only for data frames.

The paper is organized as follows: Section Il
describes the related work in broader context. Section
I11, specifies the attack detection model and presents
the theoretical approach used in the proposed system.
Section 1V describes the localizing of identity-based
attacker.

I1. Related Works

Recently, there has been live researches are taking
place dealing with spoofing attacks as well as those
facilitated by adversaries masquerading as another
wireless device. Rather, we give a short overview of
traditional approaches and several new methods. We
then describe the works most closely related to our
work.  Cryptographic authentication for fraud
identification has been used in traditional approaches.
An authentication framework for hop-by-hop
authentication protocol was presented in [7], which
works for data frames but not for node identification.
Additional infrastructural overhead and
computational power are needed to distribute,
maintain and refresh the key management functions
required for authentication. A practical approach for
landmark deployment in indoor localization has
introduced [8] which described the localization of
mobile node in indoor environment. A novel RSS
based technique, Reciprocal Channel Variation-based
Identification (RCVI) has been used to detect
identity-based attacks in mobile environment [9]
where pairing frames and RSS traces are the mixer of
victim and attacker node. The most relevant work to
our paper is [10], which proposed the use of
matching rules of signal prints for spoofing detection.
Although these methods have diverging detection and
false alarm rates, none of these techniques provide
the ability to focalize the positions of the spoofing
attackers after detection. Further, this work is novel
in that we have integrated our spoofing detector into
a real-time localization system which can both detect
the spoofing attacks, as well as focalize the assaulters
in wireless and sensor networks. The works [11], [12]
used RSS value and path loss exponent for detecting
and focalizing the attackers. Path loss and shadowing
effect are considered during the recording of RSS
traces from each node.

The existing approaches detects the attackers
based on cryptographic schemes or they highly
depend on the spatial information such as RSS value
whereas the proposed work uses log files for
assaulter detection. The proposed method differs
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from the fact that all of the existing approaches
detects the spoof node only when the original node is
participating in the network. The existing approaches
are based on the assumption that when the spoof node
enters into the network, the original should be in the
network. But what happens when the spoof node
enters into the network before the original node. Our
detection approach solves this problem with help of
log files which is briefly discussed in Section I1I.

m. Attack Detection Model

In this section, we describe our Attack Detection
Model (ADM), which has two phases: attack
detection, which detects the presence of an attack,
and focalizing the assaulter, which determines the
location of the adversary. The focalizing the assaulter
phase will be presented in Section 4.

A. LogFile Creation

A log file is a file in which a computer system
handles a record of its activities. Log files are used to
discover where nodes are originated from, how often
they turn back, and how they navigate through
anetwork. A log file contains symptomatic
information about interoperability, loading the
program, and networking. In networking, mobility
and behavior of the nodes are monitored and
recorded. A log file is created for each and every
individual node for monitoring its transmission. Log
file details are gathered from each node during
transmission. Since log files are write protected,
modifying or deleting the data is a hectic work. Log
files are used as parameter for authenticating the
mobile nodes in the wireless environment. Log file
contains complete details such as sent node, packet
delivery time and its sequence number. Our approach
is novel because none of the existing methods can
determine the attacker, when the original node is not
present in the network. Using this log file details
spoof node can be detected based on the packet
delivery time for each packet where packet delivery
time is calculated as

Ptime = Pre- Pst+ Py 1)

where P, is the time at which the receiver node
receives the packet and Py, is the time at which sender
node sends the packet and Pq4 is the propagation
delay. All these factors are integrated as packet
delivery time. If the calculated packet delivery time is
greater than the threshold value t, then that node is
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predicted as spoof node. Structure of log file is given
in the Fig. 1.
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Figure 1. Structure of the log file

B. Conceptualization of Attack Detection
Attackers can affect the network in various ways.

In this work following scenarios are considered.1)
Spoof node enters the network when the original is
not present in the network. 2) Multiple spoof nodes
enter the network when the original node is not
participating in the network. 3) Spoof node enters the
network when the original node is present in the
network. 4) Multiple spoof nodes enter when the
original node is present in the network

First scenario is rectified by using the information
provided in the log files. Outline of log file is
depicted in Fig. 1 where packet delivery time for
each packet is calculated and verified whether it is
greater than threshold or not. If the packet delivery
time is greater than the threshold, then the node
which forwarded the packet is suspected and verified
whether the delay due to network congestion or
traffic. If the delay is not due to network congestion
or traffic then that node is predicted as spoof node or
attacker.

The second scenario is depicted in the Fig. 1
where more than one spoof nodes are present in the
network but the original node is not taking part in the
network. If a spoof node is predicted using the
information provided by the log file, Euclidean
distance between successive packets are measured, in
order to make that only one attacker present in the
network. In Fig. 2 both attacker 1 and attacker 2
share the same MAC address but the authentic node
corresponding to that MAC address is not active.
Since authentic node is not active, the victim node
believes that attacker 1 is an authentic node but this
problem is sorted out using log file as described in
the Section Il earlier. But what happens when there
is more than one spoof node sharing the same MAC
address and communicating with the victim node.
When there are more than one attacker then the
Euclidean distance between the successive packets
are measured [13] as

d:\/lfxz —-’r|?2+(}'2—}'|)2_ )
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where X, X, are the x coordinate values of successive
packets and y; Yy, are the y coordinate values of
successive packet. If the Euclidean distance between
two successive packet is greater than the threshold
then it resembles more than one attacker is present in
the network. Since the nodes are geographically
separated, the distance between successive packets
should be uniform. But this metric works well only
when the nodes are geographically separated by far
distance. If the nodes are extremely closer and using
the same power levels. In this case the attackers
bypass the detection technique since they are
localized to same location.

Victim

— d . Euclesdean Distance
between successive packets

\
\

Attacker 1 Attacker 2

Figure 2. More than one attacker in the network sharing the same
MAC address and both communicates with the victim node at the
same time.

If two spoof nodes communicate with the victim
node, since the nodes are geographically separated
the Euclidean distance between successive packets
will not be uniform. In Fig. 3 the Euclidean distance
d, of attacker 1 for successive packets is uniform and
less than the threshold value t. But it is greater than
the threshold (d, > t) for attacker 2 since it is
geographically separated from attacker 1 by far
distance.

Victim

Attacker 1 Attacker 2
Figure 3. Both attacker 1 and attacker 2 sending the same packet to
the victim and the Euclidean distance between successive packets
is less than the threshold for attacker 1 but greater than threshold
for attacker 2

SEEK

DIGITAL LIBRARY

(t



International Journal of Advances in Computer Networks and Its Security
[ISSN 2250-3757]

Volume 6 : Issue 1

Therefore using Euclidean distance between
successive packets the second scenario is resolved.
Next scenario, the spoof node enters the network
when the original is actively participating in the
network. Since concerned with attacker having
different location, we proposed to use receive signal
strength (RSS). RSS information is the strength of
signal at the receiver. During generation of signals
from sender to receiver various environmental
phenomena can interfere the original signal either in
constructive or destructive way. Transmitted signal
also sustain from absorption and attenuation which
further reduces receive signal strength. Aggregated
effect of all this that RSS value reduces exponentially
with distance. RSS value is highly reliant on
environmental phenomena such as walls, obstacles,
so this value fluctuates due to noise and fading effect.
Since RSS information is highly dependent on
environment which makes it laborious for attackers to
spoof the RSS value.

Although affected by random noise, multipath
and fading effect, RSS value for each node at a
particular distance changes only small amounts. RSS
value of a mobile node [10] are distinctive at
different locations. When there is no identity-based
attack, the sequence of RSS sample vector will
oscillate around a mean value. If a node is spoofed
then the RSS value of that node will be mixer of both
original node and spoof node. Since spoof node is
geographically separated by far distance from the
original, the recorded RSS value will have immense
variation. But variation may be because of node
mobility or due to interference of environmental
phenomena. By varying the threshold value, check
for the accuracy and false positive rate. RSS vector
values from same node is recorded if the variation is
greater than threshold value then partition the vector
values into 2 vectors. Using these vector values
cluster analysis is made on top of it. Partitioning
Around Mediod (PAM) cluster analysis method is
utilized for cluster formation [link]. RSS value is
recorded for each t times, if the difference between
RSS value at t; and RSS value at t; is highly varying
then two nodes or more than two nodes are sharing
same node identity as shown in Fig. 4. These RSS
traces are clustered using PAM algorithm where
mediods are identified in a iterative manner. Mediods
are the instance object of a cluster with a data set
whose average dissimilarity to the other objects are
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minimal. Mediods are calculated iteratively based on
the minimal cost as :

I:'_i‘T’..fi’! = EF:]_E rmEF " Ti"l". - lﬂ"fl ": (3)

Where M is the initial mediod and r,, is the RSS trace
obtained. Mediods are calculated based on the cost
calculated based on “(3)”. RSS traces are separated
into two classes (i.e n =2) so two cluster are formed.
If the distance between the mediods are larger than
spoofing attack is present in the network. Distance
between two mediods are calculated as follows:

D=1l M; — M; | 4)

Where Mi and Mj are mediods of two cluster C, and
C,. Initial mediods are chosen from “(3)”. This
section determines the detection of identity-based
attack and localizing the attackers is described in
section V.

R1 | R2 | R3 R4 | RS
L

RI' | R’ | R¥ | R4 | RY
RI-RI > 7

Figure 4. RSS value is recorded for each t time and R1 is the RSS
value at time t; and R1” is the RSS value at time t,.

C. Theoretical Analysis of RSS

Although  affected by random  noise,
environmental bias, and multipath effects, the RSS
measured at a set of landmarks (i.e., reference points
with known locations) is closely related to the
transmitter’s physical location and is governed by the
distance to the landmarks [8]. The RSS readings at
different locations in physical space are distinctive.
Thus, the RSS readings present strong spatial
correlation  characteristics.  According to the
propagation model, the RSS at a landmark from a
wireless node is given by [12]

P(di) [dBm] = Pi(do) [dBm] — 10y log(di/d,) + S; (1)
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where i is the ith wireless node, Pi(d0) represents the
transmitting power of node i at the reference distance
do, di is the distance between the wireless node and
the landmark, v is the path loss exponent, and Si is the
shadow fading that follows zero-mean Gaussian
distribution with ¢ standard deviation. Assume that
the wireless nodes have the same transmission power.

Iv. Localizing Adversaries

A. Localization System

We have developed a general-purpose
localization system to perform real-time indoor
positioning. This system is designed with fully
distributed  functionality —and  easy-to-plug-in
localization algorithms. In the beginning of the
localization algorithm, a legitimate node or landmark
broadcasted a “discover” packet to find surrounding
attacker node with accurate coordinates. The attacker
nodes would send a “reply” packet containing node
ID in response to the landmark node node if they
received a discover packet. Then, the landmark node
would compute its coordinate according to the
distances translated from the RSSIs of the reply
packets from at least three reference nodes.

e ---"".-]'-_::l.nd.l.n::.rl-c 1

Landrmark 3

Figure 5. lllustration of localization of mobile nodes

v. Results And Discussion

Fig. 6 presents the packet delivery time of both
original and spoof node. Packet delivery time for
each packet is calculated and recorded in log file. As
observed, after sequence number 27, packet delivery
time of spoof node differs from original node. The
maximum time taken for original to transmit a packet
is 0.4 but for spoof node the maximum time taken is
0.8. After running many simulation, packet delivery
time for each packet is calculated and average of
these values are considered as threshold value.
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Average threshold value obtained is 0.6 using various
simulation results. In Fig.5, spoof node’s packet
delivery time is greater than the threshold value

Cngnal Node

f Sgoot Node

Puckut Delivary time

Seguesce Number
Figure 6. Packet delivery time for original and spoof node

In Fig. 7 by varying the position of mobile node
packet delivery time are recorded. As mobile nodes
moves randomly in the hostile environment packet
delivery time is varying for both original and spoof
node. Although packet delivery time for original
node are varying still the time taken for spoof node
are greater than the packet delivery time of original
node.

Packet Delivery Time{ms)

T 2
Eucleidean Distance(ft)

Figure 7. Packet delivery time vs Euclidean distance

vl. Conclusion

MAC spoofing attacks in 802.11 networks exploit
a fundamental vulnerability of the 802.11 protocol:
the MAC addresses of wireless frames can be easily
forged, imposing a serious security challenge.
Physical-layer information, such as Received Signal
Strength (RSS), is hard to forge arbitrarily and can be
used to detect such spoofing. Existing RSS-based
spoofing detection methods suffer from large RSS
variations due to common antenna-diversity
technology. In this paper we propose to use log files
and RSS profiling, and show how to use it to detect
spoofing attacks. A key element of future work is to
apply cluster-based analysis on the obtained RSS
values.
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