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Abstract - Fraud is a global problem, often prompting the
question “Why did the auditors not detect the fraud?” after
corporate fraud disasters have occurred. Despite the
existence of several risk assessment methodologies that
can be used by internal auditors to help identify fraud risks,
these methodologies provide little guidance for internal
auditors who are grappling with their perceived role in fraud

risk management. The purpose of the research

undertaken for this study was to provide a conceptual
framework outlining the various fraud risk assessment
methodologies that may be used by internal auditors to detect
financial statement fraud.

The two main strategies identified in the literature
review for recognising the risk of fraud are the
identification of red flags and the assessment of

1. Introduction

Corruption and fraud are part of the society we live in.
This realisation is brought home to the public at large
every day. You only have to open a newspaper, or listen
to the news, to be reminded of it. In its 2014 Report to
the Nations on Occupational Fraud & Abuse, the
Association of Certified Fraud Examiners (ACFE)
concluded that despite regional findings differing
slightly from each other, occupational fraud remains a
global problem (ACFE 2014: 5).

Irrespective of the region in which the fraud occurs
(ACFE 2012: 5), the characteristics of both the
fraudster and the anti-fraud control measures remain
similar. This often leads to the question of why
auditors do not detect fraud during standard audit
assignments (Moeller 2004: 10). Research and surveys
that have been conducted by auditing firms such as
KPMG, Deloitte, PWC and Ernst & Young show that

82

fraud risk. The study identified the primary characteristics
of risk assessment methodologies such as interviewing,
brainstorming and financial analysis, as methods that can be

successfully applied by internal auditors.

The findings of the study are useful in informing the
continued professional training needs of internal auditors, as
they provide a framework that internal auditors can use for
conducting generic fraud risk assessments, particularly where

financial statement fraud is involved.
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auditors (both internal and external) do not detect fraud
as often as the public may expect. The public expects
that auditors, because of their education and training,
should be responsible for the detection of fraud
(Singleton, Singleton, Bologna & Lindquist, 2006: 78).

In order to understand the concept of financial statement
fraud, one has to be aware of what is regarded as fraud
and where financial statement fraud fits into the
definition of fraud. There is no single definition of
financial statement fraud and professional bodies such as
the South African Institute of Chartered Accountants
(SAICA), the Institute of Internal Auditors (I1A) and the
ACFE all have their own definitions. However, both the
various professional bodies and writers on the topic
make it clear that, with financial statement fraud,
management is involved, the fraud is intentional and it
causes damage to stakeholders. In addition, financial
statement fraud undermines the entire financial reporting

pro
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cess — the quality, the reliability and also the integrity of
the process (Rezaee & Riley 2010: 4).

The most effective internal controls to protect the
reliability and integrity of the financial reporting process
are overlooked by many organisations, as well as those
in control of the governance of organisations. Such
controls include surprise audits and targeted fraud risk
assessments (ACFE 2014: 5). Although whistle-blowing
and tip-offs are among the most successful detection
methods (ACFE 2014: 4), they are regarded as part of
the corporate culture and not part of corporate controls
such as routine internal audit engagements, fraud risk
management procedures, the reporting of suspicious
transactions, corporate security and the rotation of
personnel (PWC Global Economic Crime Survey 2014:
41).

In terms of the professional standards of both internal
and external auditors, the prevention and detection of
fraud is regarded as being the responsibility of
management and those who govern an organisation
(1A 2009: 10; SAICA ISA 240 2009: par 4).

It is incumbent on internal auditors to assist management
in the prevention and detection of fraud (I1A 2009: 2).
According to Martin and Sanders (2009: 1), internal

auditors have always had a fundamental role to play in

2. Purpose of study and

research questions

The study on which this article is based focused on risk
assessment methodologies for identifying improper
revenue recognition fraud risks, because this is one of
the most common methods used to commit financial
statement fraud (Skalak, Golden, Clayton & Pill 2011:
435). Therefore, the purpose of this study was to
provide a conceptual framework for use by internal
auditors in identifying fraud risks using generic fraud
risk assessment methodologies. In order to support the

purpose of this study the following research questions

83

Publication Date : 18 April, 2016

the deterrence of fraud, as they are in a position in
companies to detect both financial statement and other
fraud. There are various Internal Audit Standards that
refer to fraud and the internal auditor’s role and
responsibility in relation to the detection and prevention
of fraud, and in the monitoring of fraud risk. These
standards all refer to the way in which the internal
auditor should take fraud risk, the probability of fraud
and the reporting thereof into account when planning

and carrying out an internal audit assignment.

The introduction to the Deloitte Internal Audit Fraud
Survey (2010: 1) states that the evolution of the internal
audit mandate has meant an increased dependence on the
monitoring, detection and investigation abilities of
internal audit when it comes to fraud. It is also clear that
the Practice Guide (I1A 2009: 2) recognises that the
internal audit activity has a responsibility regarding the

detection of fraud in general.

External audit standards (SAICA ISA 240 2009: par
16; ISA 315 2009: par 5-10) are specific about fraud
risk assessment methodologies; in contrast internal
auditing standards tend to be generic about which fraud
risk assessment methodologies should be used to
identify fraud risks and to detect financial statement
fraud (11A 2009: 2).

were answered:

e What is a fraud risk assessment and what is
the role internal auditors’ play in the fraud risk
assessment process?

e What are fraud risk assessment methodologies
and how can they be used to identify financial
statement fraud schemes involving improper

revenue recognition?
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3. Research approach and

methodology

This study focused specifically on the guidance given to
internal auditors by the International Standards for the
Professional Practice of Internal Auditing (IIA Standards)
on their responsibilities in the detection of fraud,
including financial statement fraud, and the
methodologies that may be used to identify financial
statement fraud schemes. These fraud detection
methodologies are described in detail in the external
audit standards (SAICA ISA 240 2009: par 16), but the
IIA Standards are not particularly specific. The IPPF
Practice Guide: Internal Auditing and Fraud (I1A 2009)
stipulates that internal auditors have a responsibility to
obtain sufficient skills and competencies to fulfil their
responsibilities regarding the prevention and detection

of fraud (I11A 2009: 11).
The

encompassed

research approach followed in this study
the development of a conceptual

framework based on an extended literature review,

4. The role of internal audit

in fraud risk assessment

In terms of the definition of internal auditing by the
Institute of Internal Auditors, the primary role of
internal auditors is to provide the organisation with an
independent and objective assurance and consulting
service (IIA Standards 2013: i). This service should
add value to the organisation and improve its
operations. A systematic and disciplined approach to
the evaluation of the risk management, control and
governance processes is therefore adopted in order to
improve the processes and, in turn, enable the
organisation to accomplish its objectives and goals (1A
Standards 2013: i).

Internal auditors should seek to improve risk

management, control and governance processes,

which will result in the continuous improvement of
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which formed a self-contained study and was not
merely the first phase of a conventional empirical study
(Mouton 2005: 86). The aim of an extended literature
review is to provide an overview of the research
conducted in a specific field and such a review should
aim at improving the in-depth understanding of the
identified problem (De Vos, Strydom, Fouché &
Delport 2011: 134; Hofstee 2006: 121).

Other researchers have dealt with internal audit’s
involvement in fraud investigations, but none have so
far considered the specific role of internal auditors
regarding annual financial statement (AFS) fraud. This
is usually covered in the statutory audit engagements
done by traditional external auditors. In this study, no
empirical investigation was carried out because the
objective was to establish a framework for internal
auditors into AFS fraud,

looking using existing

guidelines, standards and frameworks.

organisational performance. According to I1A Standard
2120.A1 (2013), the internal audit activity (IAA) must
evaluate the abovementioned processes in order to
establish  the

reliability and integrity of both

operational and financial information.

It is obvious from the definition of internal auditing
that the 1AA has a role to play in the risk management
process. It may therefore be assumed that internal audit
responsibilities include the prevention and detection of
fraud (Taylor 2011: 44). At the very least, the internal
auditor must possess sufficient knowledge of fraud to
be able to evaluate fraud risks and controls, identify
fraud risks and assess related controls (I1A Standard
1210.A2 2013). Rezaee and Riley (2010: 208) maintain
that internal auditors are in the best position to detect
financial statement fraud. Although external auditors
are traditionally held responsible for the detection of

financial statement fraud, the internal auditors’ role in
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the prevention of such fraud will consist of limiting
the opportunities available to commit the fraud and
assessing possible financial statement fraud risks

(Rezaee & Riley 2010: 210).

In order to ensure that internal auditors effectively
address fraud risks and the management of such risks
during the year, the chief audit executive (CAE) must
include the management controls that pertain to fraud in
the risk-based annual audit plan. By testing high-risk

processes and identifying fraud indicators (red flags)

5. A conceptual framework
for internal auditors when
assessing fraud risk and
detecting financial

statement fraud

The exposure of fraudulent corporate activities,
including the presentation of fraudulent financial
statements, can be extremely complex because the
perpetrators will do everything in their power to
(Reding, Sobel, Anderson, Head,
Ramamoorti, Salamasick, & Riddle, 2009: 8-31).

However, fraudulent activities may be uncovered by

conceal it

identifying fraud indicators and being alert to red
flags, such as the existence of a poor internal
and an ineffective audit

control  environment

committee. Once identified, fraud risks must be
evaluated in order to understand their significance, as

well as to consider the effectiveness of the fraud risk

5.1 The fraud risk assessment

process

Although there will be costs involved in

performing a fraud risk assessment, the cost to
underestimate fraud risk will be much higher

because of the consequences of expressing an
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within and outside the business, the CAE will improve
the probability that potential fraud will be detected. In
every audit assignment the possibility of fraud should
be considered, and fraud risk, fraud controls and errors
should all be evaluated to determine whether there is
some indication of it. The conceptual framework
identified by this research, which sets out the various
fraud risk assessment methodologies to be used, will
assist the 1AA in the detection of financial statement

fraud.

management programme that has been implemented to
address these risks (Rezaee 2005: 294).

It is therefore necessary for internal auditors to develop
and implement specific techniques and procedures to
ascertain whether the internal control systems have been
compromised and to establish the extent to which an
organisation is at risk of fraud (Kranacher, Riley, &
Wells, 2011: 175). The tools used by management and
internal auditors to systematically identify fraud risks
are called fraud risk assessments. In financial statement
fraud, such assessments should focus on specific fraud
schemes and previously reported cases of fraud to
establish whether there have been any control failures.
The this

brainstorming, interviewing, analytical procedures and

methodologies to  achieve include
reviewing previously committed fraud (1A 2009: 16).
There are two general strategies which may be used to
identify the risk of fraud, namely, the identification of
fraud red flags and targeted fraud risk assessments

(Kranacher et al. 2011: 182).

incorrect opinion on the financial statements
(Wood, 2012, 24). In order to facilitate a structured
and focused process to establish where the organisation
is at risk of fraud or to detect fraud which has already
been committed, it is essential that the internal auditor
plan the process in the same way in which he/she

would plan the auditing process at the beginning of a
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conventional auditing engagement (Manning 2011:

5.2 Fraud risk assessment

methodologies

There are certain generic methodologies that may
be used during the fraud risk assessment process.
ISA 240 (SAICA 2009: par A7-A12) discusses the
following basic methodologies: discussion among team
members (also known as brainstorming); interviewing
members of management regarding their assessment of
risk and related controls;

fraud and performing

5.2.1Red flags

In the accounting context, red flags result from
conducting a set of tests, the results of which point
towards increased risk levels related to a set of financial
statements (Feroz 2008). Red flags may be somewhat
of a cliché, but an internal auditor would have to be
courageous to ignore them (Taylor 2011: 131). In
financial statement fraud there are specific red flags
which may relate to various fraud schemes. There may
also be behavioural red flags, such as lifestyle
or gambling habits, which could indicate that

fraud is being committed.

Red flags may be divided into either personal or
environmental fraud indicators. The environmental
fraud indicators that may encourage a culture of
fraudulent behaviour are those factors which are related
to the organisation, and the control environment and
ethical culture created by management. In a poor
control environment there is a greater possibility that
fraud may be committed because the opportunity to

commit the fraud exists, as well as the possibility of

5.2.2 Interviewing to establish fraud risks

One of the specific fraud risk assessment
methodologies that may be used in detecting fraud is
interviews. This is strongly recommended by Practice
Advisory 2120-1 (IlA Standards 2013: par 8) and

involves conducting interviews with all levels of
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571).

analytical procedures and analysing ratios. In addition,
Kranacher et al. (2011: 182) suggest that red flags
should be evaluated in order to identify possible fraud
risk areas. Such red flags do not prove the existence of
fraud but are a signal that auditors should be alert to the
possibility of fraud being committed (Kranacher et al.
2011: 24). These methodologies all have the potential
to identify anomalies which will, in turn, lead to

further investigation.

not being caught. If top management creates a

culture  of dishonesty it may result in
management itself behaving fraudulently or
exerting undue pressure on the staff of the organisation
by making unrealistic demands and creating
unrealistic targets. This may lead to fraudulent
behaviour which is driven by the desire to survive. In
addition, if the

behaviour is tolerated and that staff members may get

impression exists that fraudulent

away with it, this will create an environment that is
conducive to fraud being committed (Crawford &
Weirich 2011: 354).

Fraud is a crime involving the deliberate concealment
of certain actions and the deception of the people
concerned and, thus, red flags will not always be
clearly visible or easy to recognise and interpret
(Skalak et al. 2011: 238). It is important to remember
that fraud risk factors are not the same as concrete
evidence that fraud has been committed; they are
merely an indication of the possibility that fraud may

be committed.

management in order to determine both business risks
and business objectives.

During these interviews the internal auditor will
endeavour to obtain information on possible fraud
risk indicators, such as a lack of segregation of
duties, the presence of performance incentives and

declarations of conflicts of interest, to evaluate the
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organisational  culture, including the control

5.2.3 Discussion among team members

(brainstorming)

The process of conducting a risk assessment does not
differ significantly from the decision-making process.
One way in which to ensure that a group makes a
decision is to make use of brainstorming techniques
(Singleton et al. 2006: 197). Brainstorming, also
known as discussion among team members, is a
technique by means of which both more experienced
and less experienced team members sit down together
and all have an equal opportunity to discuss, in this
case, possible fraud risk indicators. The aim of
brainstorming is not only to identify possible areas of
fraud risk but also to establish the mindset of the team
throughout the assurance engagement (Skalak et al.

2011: 250).

During brainstorming sessions, internal auditors will be

5.2.4 Analytical procedures

The analysis of the financial statements, also known as
analytical procedures, is another technique which may
be used to identify fraud risk indicators. Financial
analysis is conducted by using vertical analysis,
horizontal analysis and ratio analysis to identify
material fluctuations in the financial statements (Wells
2005: 357). This analysis may be done over one or
more financial periods, or the results may be compared

to other non-financial information obtained such as

6. Conclusion and

recommendations

6.1 Conclusion

The study identified the primary risk assessment
methodologies as being interviewing, brainstorming,
financial analysis and identifying red flags, and showed
how internal auditors may use them successfully. The

adoption of these practices should reduce the
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environment (Wells & Gill 2007: 63).

able to discuss the possibility of fraudulent activities
taking place with the fraud triangle in mind. This will
assist the team to identify possible opportunities to
commit fraud while taking account of the incentives
identified

and pressures that have been in the

organisation.

The focus of such discussions should be on the risks
of material misstatement of the financial statements
resulting from fraud, as well as about the areas in
which management may override controls and whether
it is possible to place reliance on the integrity of
management (Skalak et al. 2011: 250). In other words,
brainstorming is a way in which to generate ideas on
committed and concealed
& Smith, 2007: 4-21). In

practice, brainstorming may be also be used to

how fraud may be
(Crumbley, Heitger,
identify and discuss possible ways in which to

respond to any fraud risks identified (Ramos 2003: 29).

industry or competitor data (Crumbley et al. 2007: 4—
35). Analytical procedures may be used to support
other evidence relating to financial statement fraud or
to identify suspected fraud in the financial statements.
The findings of these analytical procedures may be
corroborated by non-financial evidence obtained during
the interviewing phase or may be used to follow up on
previously identified red flags (Hopwood, Leiner, &
Young. 2008: 227).

propensity for fraud and improve the veracity of the

annual financial statements.

The duties of the IAA include the evaluation of the
control processes for effectiveness and efficiency,
including controls relating to the reliability and integrity
of both financial and operational information (I1A
Standard 2130 2013). The procedures which have been

developed to identify fraudulent activities must be
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adapted on an ongoing basis to ensure that any changes
in potential fraud risks are addressed (Richards,
Melancon & Ratley 2012: 34). The CAE must form
an overall opinion on the effectiveness and
efficiency of the systems of internal controls and
report the results to the board of directors and

management (IIA Standards 2013: Practice Advisory

6.2 Recommendations

There is a need for internal auditors to be part of the
fraud risk management process and the following
recommendations may be considered to empower
internal auditors to fulfil their roles and responsibilities
optimally in the detection of financial statement fraud:

e The education and training of internal auditors

should include the suggested conceptual
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