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Watermarking in DCT, DCT-SVD Domains
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Abstract—In this paper, watermark is generated uniquely for
given video combining copyright information, video signature
and time stamp. This watermark is scrambled using Arnold
transform method and then divided into eight sub-images. Video
is divided into video sequence and audio sequence. Frames are
selected using scene change method, for embedding. Each scene
change frame is divided into 8 x 8 blocks and DCT is applied to
check energy. High energy block is selected for embedding the
watermark bit. Embedding is done using Blind DCT-SVD
method. Audio stream is also divided into equal size frames and
DCT-SVD method used to add watermark bit to each frame.

Experimental results show that proposed algorithm is useful
for copyright protection as well as authentication. Embedded
frame is compared with original frame to check its quality. Peak
Signal to Noise Ratio (PSNR) is 49.77 dB for atrium.avi and 48.35
dB for baby.mp4. Embedded video is tested for robustness
against attacks such as frame swapping, frame dropping, frame
averaging, filter and compression. Normalized cross correlation
(NK) value is calculated by comparing original watermark and
extracted watermark, which is nearly 1. The security has
strengthened with scene change detection; Energy based block
selection, Arnold transform and division of the watermark. Parts
of watermark have been embedded in the audio data for more
robustness and error correction.

Keywords—DCT, SVD, Video Watermarking

. Introduction

Video data is more complex than audio or image data.
Video contains spatial as well as temporal information [1].
Video is available both in raw and compressed formats.
Digital watermarking for video is a fairly new area of research
which basically benefits from the results for still images [2].
Many algorithms have been proposed in the scientific
literature in three major trends. The most simple and straight-
forward approach is to consider a video as a succession of still
images and to reuse an existing watermarking scheme for still
images. Another point of view considers and exploits the
additional temporal dimension in order to design new robust
video watermarking algorithms [3]. The last trend basically
considers a video stream as some data compressed according
to a specific video compression standard and the
characteristics of such a standard can be used to obtain an
efficient watermarking scheme [4].
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In this paper we followed the first approach. First, we
considered the video as a sequence of still images, then
Discrete Cosine Transform (DCT) domain and Singular value
decomposition domain were used for embedding the
watermark. The remaining part of paper is organized as
follows: Section-2 gives survey of work related to DCT and
SVD; section-3 gives mathematical background of DCT and
SVD and Arnold Transform technique was used for
scrambling the watermark. In section-4 a comparison of DCT
and DCT-SVD based methodology is presented.
Experimentation and results are elaborated in section-5 while
conclusion is drawn in section-6.

. Previous work

Images can be represented in spatial domain and transform
domain. The transform domain image is represented in terms
of its frequencies however, in spatial domain it is represented
by pixels. To transfer an image to its frequency representation
we can use several reversible transforms like the Discrete
Cosine Transform (DCT), Discrete Wavelet Transform
(DWT) or Discrete Fourier Transform (DFT). Each of these
transforms has its own characteristics and represents the image
in different ways. DCT based watermarking techniques are
more robust compared to simple spatial domain watermarking
techniques. DCT domain watermarking can be classified into
Global DCT watermarking and Block based DCT
watermarking. One of the first algorithms presented by Cox et
al.[1] used global DCT approach to embed a robust watermark
in the perceptually significant portion of the Human Visual
System (HVS). Embedding in the perceptually significant
portion of the image has its own advantages because most
compression schemes remove the perceptually insignificant
portion of the image. DCT based watermarking techniques are
presented by Gwena.el Do.err et al.[3], Pik Wah Chan [4],
Sourav Bhattacharya et. al.[5], Yujie Zhang [7] and Ersin
Elbasi et al.[9]. Many researchers have already tried to
combine DCT-DWT based technique as proposed by Saied
Amirgholipour Kasmani et al.[12] where binary watermarked
image is embedded in specific sub-bands of 3-level
transformed host image. Each of DWT sub-band is selected
and then DCT values are computed, then embedding is done in
DCT middle frequencies. Few researchers have combined
DWT and SVD to take advantage of their individual special
properties. The DWT and SVD transforms are combined by
Hailiang Shi et al.[13] to implement rotation, scaling and
translation(RST) invariant scheme. Priyanka Singh et al.[14]
used hybrid DWT-SVD based color image watermarking
scheme in YUV and YIQ color spaces. The scheme tested the
512x512 size cover images to check imperceptibility and
robustness in terms of Peak Signal to Noise Ratio (PSNR) and
Normalized Cross Correlation (NCC) respectively. The
method gives better performance in Y color space. Chih-Chin
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Lai et al. [15] used DWT and SVD hybridization and proved
robustness against geometric attacks. Samira Lagzian et
al.[16] presented Redundant Discrete Wavelet Transform
(RDWT)-SVD based method that embeds data in all low,
middle and high frequency sub-bands of DWT. DWT-DFT
composition is used by Xiangui Kang et al.[17] to achieve
robustness against almost all affine transforms and JPEG
compression attacks. Sivavenkateswara Rao V. et al.[18]
combined DWT,DCT and SVD for optimization of robustness
and fidelity. Say Wei et al [19] used DCT-SVD combination
and Feng Liu et al [20] proposed blind method using DCT-
SVD domain.

m. Mathematical Preliminaries

A. Discrete Cosine Transform

DCT convert image into various frequency bands.
Embedding watermark in low frequency band gives less
perceptual distortion but simple signal processing attacks can
remove the watermark. High frequency components are also
affected by common image processing operations and
compression attacks. Therefore the best choice for watermark
insertion can be the middle frequencies.

DCT Equations:

The DCT Equation 1 computes (i,j)th entry of the DCT of
an image
lz(i,i) = e
. . —_ — X+1)IT
(@ CHICH) X0 Xy=o p(x, y)cos[ .~ ]cos
1

(2y+1)j1t]
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The IDCT equation 2 computes (X, y)th entry of DCT
Matrix
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Energy of each block Bi = Y, >.,,(DC Coeff)?........ 3)

Maximum energy means block is more susceptible to
noise.

B. Arnold Transform

A digital image can be considered as a two dimensional
function f(x, y).

It can be represented as : Z = f(x,y) Where x,y €
{0,1,2,3....N-1} . Hence, N represents order of digital image.
The matrix of image can be changed into a new matrix by
using the Arnold transform which results in a scrambled
version to offer better security. It is a mapping function which
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changes a point (x,y) to another point ( X’ , y’ ) by using the
equation (4) and (5).

xX’=(x+ty)ymod N...........ooii @)
YV =XF2y) mod N %)

If the original image iterates n times to come to some
scrambled state, the scrambled image has also needs to iterate
n times using new anti-Arnold transform to come to original
image. Equations (6) and (7) shows anti-Arnold transform.

Xx=02x =y )mod N......oooiiiiiiiiiiiiiiieieeas (6)
Yy=(x>+y)mod N ...ooooiiiiiiiiiiiee (7

c. Singular Value Decomposition (SVD)

SVD is an algebraic technique for image watermarking on
any digital signal. Singular values of an image have very good
stability. The minor variations in singular values do not affect
the perception quality of given image to a major extend. The
largest of singular values shows slight changes for most
common geometric attacks. SVD of an image A with size M x
N is represented as (8),

PN U SRR € o )
Where, U and V are orthogonal matrices such that,
UUT =l and VVT = |

¥ is summation of diagonal entries Al, A2.....gives the
singular vectors of A.

Thus we have,
A = )\1U1V;lr+A2U2Vér + e s are s +AFUI'VI"T PP (9)
Where, r is rank A.

The columns of U and V are left and right singular vectors
of A.

D. Scene Change Detection

For scene change detection, we used Image Differencing /
Template matching method. In this method images of the same
area, obtained from times t1 and t2 are subtracted pixel-wise.
Mathematically, the image difference (Id) is

laxy) = Ly —LEYy) DR ¢ 1))

Where, I, and I, are the images obtained from t1 and t2,
(%, y) are the coordinates of the pixel. The Resulting image I
represents intensity difference of I, and I,.

The change is detected by applying simple thresholding to
I4(x,y) as

Ty

Where, the threshold T is determined empirically.

Id(X! Y) =1

otherwise an
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Iv. Proposed System

After the text edit has been completed, the paper is ready
for the template. Duplicate the template file by using the Save
As command, and use the naming convention prescribed by
your conference for the name of your paper. In this newly
created file, highlight all of the contents and import your
prepared text file. You are now ready to style your paper; use
the scroll down window on the left of the MS Word
Formatting toolbar.

The proposed method is implemented in DCT-SVD as well
as in DCT domain. The DCT-SVD domain methodology is
presented in A here, while DCT based methodology is
explained in B.

A. DCT-SVD Domain Methodology

The DCT-SVD based embedding algorithm is presented in
table 1 and watermark extraction algorithm is shown in table 2

TABLE 1. DCT-SVD BASED WATERMARK EMBEDDING
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else
S(1,1) =S(1,1)-2+Q/4
end

end

Apply Singular value decomposition to obtain
embedded block

Input — Video Sequence (V), Watermark Image (W)
Output — Embedded Video Sequence (EV), PSNR

Steps

Read Video sequence (V) and convert it into frames
F1...Fn

Apply scene change algorithm to get scene changed
frames (Fsl.....Fsm)

Divide each scene changed frame into 8 X 8 blocks
and apply DCT and check energy of each block (Bi)

If energy of Block Bi is More than threshold t1,
select this block for embedding

Select Watermark image (W) of size 256 X 256,
Divide by 16 to get, 64 X 64 sub-images
(Wml....Wml6).

Select each one of the sub-images Wmi and apply
Arnold transform to scramble it.

Apply SVD on selected block for embedding
[us v] = svd(Bi)

Watermark is embedded into S(1,1) as follows
Z =mod(S(1,1), Q)

if (W(i)==1)
if(Z<=Q/4)
S(1,1) = S(1,1)-Z-Q/4
else
S(1,1) = S(1,1)-Z+3*Q/4
end

else
if(Z>=3*Q/4)

S(1,1) = S(1,1)-Z+5*Q/4
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9
Bem =u*sm* vt
10 Apply inverse DCT on embedded block to obtain
embedded frame Fem
11 Merge all frames to obtain watermark embedded
video EV
Compare original frame(Fsi) and embedded
12 | frame(Femi) to check perceptual quality and calculate
PSNR
TABLE 2: DCT-SVD BASED WATERMARK EXTRACTION
Input — Watermarked Video Sequence (EV),
Output — Extracted Watermark Image (EW), NC
Steps
1 Read Video watermarked sequence (EV) and convert
it into frames F1...Fn
2 Apply scene change algorithm to get scene changed
frames (Fsl.....Fsm)
3 Divide each scene changed frame into 8 X 8 blocks
and apply DCT and check energy of each block (Bi)
4 If energy of Block Bi is More than threshold t1,
select this block for extraction
5 Apply SVD on selected block for embedding
[u s v] = svd(Bi)
6 Watermark is extracted from S(1,1) as follows
Z=mod(S(1,1), Q)
if (Z>Q/2)
Ew=1
else
EW=0
End
7 Apply Arnold transform to unscramble it.
8 Combine all sub-images of extracted watermark to
form a complete watermark image
9 Compare original and extracted watermark using
Normalized Correlation (NC)
B. DCT Domain Methodology
To implement DCT domain watermark embedding

algorithm, SVD steps are skipped from table 1, watermark is
embedded into DC Coefficient at DC(1,2) position and to
implement DCT domain watermark extraction algorithm SVD

SEEK

DIGITAL LIBRARY

®



International Journal of Advancements in Electronics and Electrical Engineering— IJAEEE

Volume 4 : Issue 2

related steps are skipped from table 2 and watermark is
extracted from DC(1,2) position. The rest of the algorithmic
steps will be applied in same sequence as given in table 1 and
table 2.

v. Experimental Results

The proposed work is implemented using Java Net beans
IDE version 7.3 and Matlab [version 8.0.0.7837(R2012b)].
The experimentation is carried out on personal computer with
Intel(R), Core(TM) i3-2310M, processors rated at 2.10 GHz,
main memory of 4 GB and 32 bit Microsoft Windows 7
operating system. The varieties of tests are carried out to
evaluate perceptual quality and robustness for videos of
different frame sizes and grey scale watermark of 256x256
sizes. The following table 3 shows database used for
experimentation. Fig.1. shows sample output of DCT-SVD
based method with original frame, original watermark
cameraman, scrambled watermark, watermarked frame,
extracted watermark and recovered watermark cameraman

To evaluate performance and test robustness with respect
to various attacks, VideoPad Video Editor V 3.81 is used.
Extracted watermark is compared with original watermark
using Normalized Correlation (NC)

My N, (xGDx yG))
21 Ik (xGD)2

The major attribute to measure image quality is PSNR.
Higher PSNR implies better quality of watermarked image.
Initially, the Mean Square Error (MSE) is found and PSNR is
calculated using MSE. MSE between two input Frames (F1 )
and (F2 ) is given by equation (13),

NC =

M N
1
MSE = mz Z[Fl(i,j) —F2G, D)% e . (13)

i=1 j=1

Where, M*N is size of images, F1 (i, j) is pixel of original
frame, and F2(i, j) is pixel values of watermarked frame.
Now, PSNR of two Frames F1 and F2 of size M x N is given
by equation (14),

PSNE(B) = 1010810 === ovooovoenienen (14)

(@) (b) (c)

(d)

(€)

Figure 1. Sample output of DCT-SVD based method
(a)Original Cover Frame ( b) Original Watermark (c) Scrambled
Watermark d)Watermarked Frame e) Extracted Watermark f)
Recovered Watermark

()
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Following table 3 shows results of DCT-SVD method with

respect to various attacks

TABLE 3: NK VVALUES AFTER SIGNAL PROCESSING AND VIDEO PROCESSING

ATTACKS

Video Sequence (NK Values)
Attack Type Akiyo Atrium | Baby GT mB
Median 09950 | 09698 | 09642 |09762 | 09655
Filter(3X3) : ' : . .
Smoothing 0.9849 | 0.9548 | 09623 | 09631 | 0.9612
Weighted
Average 0.9950 | 09648 | 0.9623 | 09631 | 0.9612
Gaussian Noise | 1.0000 | 0.9849 | 0.9976 | 0.9896 | 0.9765
MPEG-4
Compression 0.9648 | 0.9554 | 0.9634 | 0.9534 | 0.9532
Frame
Dropping 1.0000 | 0.9877 | 0.9865 | 0.9844 | 0.9852
Frame
Swapping 1.0000 | 0.9898 | 0.9913 | 0.9873 | 0.9905

TABLE 4: PERFORMANCE OF DCT-SVD, COMPARED WITH [12] METHOD

DCT-SVD (NC) DCT (NC) [12]
Attack Type

Akiyo GT Akiyo GT
Median
Filter(3X3) 0.9950 0.9762 0.8726 0.8655
Smoothing 0.9849 0.9631 0.8316 0.8612
Weighted
Average 0.9950 0.9631 0.8681 0.8772
Gaussian Noise | 1.0000 0.9896 0.8886 0.8765
MPEG-4
Compression 0.9648 0.9534 0.8590 0.8532
Frame
Dropping 1.0000 0.9844 0.8848 0.8852
Frame
Swapping 1.0000 0.9873 0.8873 0.8905
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Original frame compared with embedded frame for
Perceptual Quality Test

TABLE 5: PERCEPTUAL QUALITY TEST

Video PSNR(dB)

Files DCT-SVD Method DCT Method
Akiyo.mp4 48.59 45.96
Atrium.avi 49.67 44.89

Baby.mp4 48.35 44.56
GT.mp4 48.88 45.67
MB.mp4 49.21 44.79

From Table 4, it is clear that NC values of candidate
videos Akiyo and GT are better in DCT-SVD domain than
DCT domain also Table 5 shows DCT-SVD domain maintains
frame quality as compared to only DCT domain.

Conclusion

We have proposed a technique for copyright protection.
The achievement of imperceptibility, robustness and strong
security in digital video watermarking techniques is a
challenging issue. The method proposed here fulfills these
requirements simultaneously. The practical demonstration
shows that performance of proposed method in DCT-SVD
domain is superior to DCT domain for different sizes
candidate videos i.e. Akiyo, Atrium, GT, Baby, MB and
256x256 sizes grey scale watermarks. The proposed DCT-
SVD based method is strongly robust against various signal
processing and video processing attacks. The proposed method
is also found superior than DCT based method [12] against
various attacks. The security has strengthened with scene
change detection, Energy based block selection, Arnold
transform and splitting the watermark.

Acknowledgment

We are thankful to MKSSS’s Cummins College of
Engineering for Women, Padmashri Dr. D. Y. Patil College of
Engineering and Technology and Sinhgad Institute of
Technology and Science for encouragement and support.

References

[1] Ingemar J. Cox, Joe Kilian, F. Thomson Leighton, and Talal Shamoon,
‘Secure Spread Spectrum Watermarking for Multimedia,” IEEE
Transactions on Image Processing, Vol. 6, No. 12, pp. 1673-1687, 1997

[2] Ruizhen Liu, Tieniu Tan, ‘A Svd-Based Watermarking Scheme For
Protecting Rightful Ownership,” IEEE Transaction on Multimedia, Vol.
4, Issue 1, pp. 121 — 128, 2002

[3] Gwena.el Do.err, Jean-Luc Dugelay,
Watermarking,”  Science  Direct,
Communication 18, pp. 263-282, 2003

[4] Pik Wah Chan, Michael R. Lyu, and Roland T. Chin ‘A Novel Scheme
for Hybrid Digital Video Watermarking:Approach, Evaluation and

Experimentation,” IEEE Transactions On Circuits and Systems for
Video Technology, Vol. 15, No. 12, pp. 1638-1649, 2005

‘A Guide Tour of Video
Signal  Processing:  Image

(5]

(6]

(7]

(8]

(9]

(10]

(11]

[12]

(13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

Publication Date : 30 October, 2015

Sourav Bhattacharya, T. Chattopadhyay and Arpan Pal, ‘A Survey on
Different Video Watermarking Techniques and Comparative Analysis
with Reference to H.264/AVC,” IEEE 10th International Symposium on
Consumer Electronics, pp. 1-6, 2006

Lama Rajab,Tahani Al-Khatib,Ali Al-Haj, ‘Video Watermarking
Algorithms Using the SVD Transform,” European Journal of Scientific
Research ISSN 1450-216X, Vol.30 No.3 pp.389-401, 2009

Yujie Zhang, Yuanyuan Zhang, ‘Research on Video Copyright
Protection System’, IEEE. Consumer Electronics, Communications and
Networks (CECNet), 2nd International Conference, pp. 1277 — 1281, ,
2012

Chhaya Gosavi, C.S. Warnekar, ‘Study of Multimedia Security using
Watermarking Tehniques’, International Journal of Computer Science
and Information Security, Vol. 8, No. 5, pp 64 —72, 2010

Ersin Elbasi, Ahmet M. Eskicioglu, ‘Robust Video Watermarking
Scheme in  Transform Domains,’ Information Security and
Cryptography Conference, Turkey, 2007

Gwenaél Doérr and Jean-Luc Dugelay, ‘Security Pitfalls of Frame-by-
Frame Approaches to Video Watermarking,” IEEE Transactions on
Signal Processing, Vol. 52, No. 10, pp. 2955-2964, 2004.

Chin-Chen Chang, Kuo-Feng Hwang, ‘Digital Watermarking Scheme
using Human Visual Effects,” Informatica 24, pp. 505-511, 2000

Saied Amirgholipour Kasmani, Ahmadreza Naghsh-Nilchi, ‘A new
Robust Digital Image Watermarking Technique Based on Joint DWT-
DCT Transformation’, IEEE third international conference on
convergence and hybrid information technology, pp.539-544,2008.

Hailiang Shi, Nan Wang, Zihui Wen, Yue Wang, Huiping Zhao, Yanmin
Yang, ‘An RST Invariant Image Watermarking Scheme using DWT-
SVD’, IEEE international symposium on Instrumentation, measurement,
sensor network and automation(IMSNA)”,pp.214-217,2012.

Priyanka Singh, Suneeta Agarwal, Akanksha Pandey, ‘A Hybrid DWT-
SVD Based Robust Watermarking Scheme for Color Images and its
Comparative Performance in YIQ and YIV color Spaces’, 3rd IEEE
International Advance Computing Conference (IACC), pp:1213-1218,
22-23 Feb. 2012.

Chih-Chin Lai, and Cheng-Chih Tsai, ‘Digital Image Watermarking
Using Discrete Wavelet Transform and Singular VValue Decomposition’,
IEEE Transactions on Instrumentation and Measurement, Vol. 59, No.
11, pp. 3060-3063, Nov. 2010.

Samira Lagzian, Mohsen Soryani, Mahmood Fathy, ‘Robust
watermarking scheme based on RDWT-SVD: Embedding Data in All
sub bands’, IEEE, pp.48-52, 2011.

Xiangui Kang, Jiwu Huang, Q. Shi and Yan Lin, ‘A DWT-DFT
Composite Watermarking Scheme Robust to Both Affine Transform and
JPEG Compression’, IEEE Transactions on Circuits and Systems for
Video Technology, Vol. 13, No. 8, pp.776-786, Aug. 2003.

Sivavenkateswara Rao . V., Rajendra S. Shekhawat, V. K. Srivastava, ‘A
DWT-DCT-SVD Based Digital Image Watermarking Scheme Using
Particle Swarm Optimization’, IEEE Students Conference on Electrical,
Electronics and Computer Science(SCEECS), pp.1-4, 1-2 Mar. 2012.

Say Wei Foo, Qi Dong, ‘A Normalization-based Robust Image
Watermarking Scheme Using SVD and DCT’ , World Academy of
Science, Engineering and Technology 61 2010.

Feng Liu; Ke Han; Chang zheng Wang, ‘A novel blind watermark
algorithm based On SVD and DCT’ , IEEE International Conference on
Intelligent Computing and Intelligent Systems, On page(s): 283 —286,
Nov 2009.

170 SEEK

DIGITAL LIBRARY

(t



