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Abstract— With the advance in technology and the 

introduction of cloud computing, the usage of Internet 

application has been increased rapidly. In addition, the online 

storages with password protected such as Dropbox, Box Sync, 

Copy and Cloud Me are already available to all users. Hence, 

with a rapid development and introduction of this technology, 

the analysis on the hard drive has become obsolete in retrieving 

the information from those applications. The aim of this paper 

is to present an algorithm to track the sensitive information 

from online application for both active and exile process in the 

computer memory. The algorithm encompasses the signature 

search to find the possible processes in the memory, obtain the 

user and machine data and then some sensitive information 

with regard to the online application. The algorithm will be 

independent of address translation algorithm that has been 

frequently applied in the retrieving technique in the past. 

 

Keywords— Algorithms, Information Retrieval, Digital 

Forensics, Memory Analysis, Signature Search 

I. INTRODUCTION 
 

n these modern days, computer system has been an 

important part of our daily life. The introduction of 

computer and the technology within it give a benefit to the 

human and ease our daily routine. However, as it brings a 

bright advantage to us, it also introduces a negative effect 

such as cybercrime to our world. A report from ITU had 

stated that there were about 2, 749 millions of Internet users 

over March 2013 and out of that amount, it was expected 

about 625 million owned the personal cloud storage [1], [2]. 

As the amount of online users has been increasing over the 

years, there is a possibility that the quantum of cybercrime  
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victim will be increased as well as the cybercriminal since 

the Internet has eased the method to conduct the cybercrime. 

In addition, the introduction of online storage will overtake 

the responsibility of the hard disk as the primary storage of 

data. The cybercriminal can use this available service as a 

medium to store the information with regard to the crime as 

it is protected by the password. Hence, this facility has 

become a problematic for the digital forensic investigator 

since the traditional approach (analysis on the hard drive) is 

no longer applicable in this situation. 

As the technology in computer system merge, a field that 

is known as Digital Forensic has been established to handle 

the problem in cybercrime. This field is responsible in 

colleting, preserving, analyzing, documenting and presenting 

the contents of computer as evidence of the cybercrime [3]. 

In the past, the investigation on the computer contents was 

only towards the non-volatile drive whilst the computer 

memory analysis was only applied for investigating the 

malware behavior [4]. Until recently, and with the merged of 

online storage, the investigation on computer memory has 

become critical as it can still hold sensitive data such as 

username, password and decrypted version of data. Hence, in 

2005, the importance of memory analysis in Digital Forensic 

has been outlined at Digital Forensics Research Workshops 

(DFRWS) where two tools had been designed and developed 

that were known as Memparser [5] and KntList [6]. 

II. LITERATURE REVIEWS 
The knowledge and theories that is required for memory 

analysis has been outlined in Dhamdhere [7] and Rusnovich 

and Soloman [8]. Both books discuss about the internal 

structure, address translation algorithm and the procedure of 

object creation that is an important knowledge for tracking 

the data in the computer memory. Further, the study in 

Amari, K [9] has demonstrated the importance of kernel as it 

is responsible to store the objects on the pools of memory. 

By depending on the criticality of the objects in the computer 

memory, most of the objects are stored in paged pool as it 

allows the swapping process to the hard disk when memory 

is running low in space [10]. Whereas the important structure 

such as processes and threads are stored on the non-paged 

pool as the kernel needs to access them frequently. This 

scenario justifies that some of the important information 

such as running objects can be obtained from memory 

analysis [11]. 

 A tool known as VADTool has been developed in 2007 

where the work of it is based on tracking the status of object 

space that is stored in the Virtual Address Description 

(VAD). This internal structure is maintained by the memory 

manager and it stores the information on the attributes of the 

object such as range of the address, inheritance of child and 

object’s security [12]. Apart from that, XORSearch [13] is a 
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tool for memory forensic where the work is based on the 

string search technique. It takes a keyword as an input, and 

then performs the search throughout the memory dump and 

with additional function, this tool is able to find the 

keywords that have already been obfuscated.  

 AccessData [14] group has designed a tool that is known 

as Forensic Toolkit (FTK) which relies on the Process 

Environment Block to locate and retrieve the executable file 

and DLL’s path from the memory. It will parse all the active 

processes in the memory and enumerate all the contents 

within them. In addition to that, Windows Memory Forensic 

Toolkit has stated the role of Directory Table Base (DTB) in 

the address translation algorithm for tracking the active 

processes and other linked objects [15]. In 2009, Ruichao 

Zhang, Lianhai Wang, Shuhui Zhang [16] had demonstrated 

the data extraction from memory dump by using Kernel 

Processor Control Region (KPCR). On the same year, S.M 

Hejazi, C. Talhi, M. Debbabi [17] has outlined the use of 

fingerprint to track username and password for email and 

messenger application from memory dump. Meanwhile, 

FTFinder [18] is a tool that applies the file carving where 

this technique is done linearly to recover the contiguous file. 

The technique is used in this tool due to the theory that the 

operating system will convert the file to be contiguous file 

instead of fragment file. 

III. METHODOLOGY 
The main aim of this paper is to provide an algorithm that 

can justify the existence of the online application that run on 

the machine and then listing the method to retrieve some 

interesting information from them. The algorithm will start 

by identifying the user, the architecture and some relevant 

information about the machine. Then, all the processes in the 

machine’s memory are captured by using the proã signature 

search technique. This technique is chosen against all the 

other techniques that has been discussed in previous section 

because of less information required for process tracking and 

the advantage of detecting both exile and hidden process. 

Finally, if the online application is detected from the process 

list, a unique signature or protocol is applied as a string 

search to locate and capture the content of them. The 

interested contents to be captured are the uniform resource 

locator (url) from the tabs of internet browser, username and 

password. This algorithm will not include the address 

translation algorithm which has been frequently applied for 

object tracking in memory in the past. The overall work of 

algorithm is based on the following rules: 

 

RULE 1: Capturing the user and the machine information. 

 

In theory, the information about the user and machine occur 

a number of times in the computer memory. It acts as an 

identifier of the machine for most applications that run on 

the machine. This information is important for forensic 

investigation as it is not only for the validation of the 

machine as true exhibit, but it also gives an idea about the 

architecture of the machine which is critical if the analyst 

wants to apply address translation algorithm to retrieve 

objects. 

 The information can be obtained by searching for the 

ALLUSERPROFILE signature in the computer memory 

image. The size of this object is about 95 blocks of byte 

which may contain the directory, processor architecture, 

system root, computer name and other relevant information. 

Figure 1 show the representation of this signature in the 

memory image. 

 

 
Fig 1 Presentation of the signature to obtain the user and machine 

information 

 

RULE 2: Identify, capture and extract the general 

information about all the processes in the computer memory 

image. 

 

In order to identify the online application that has been run 

on the machine, it is necessary to capture all the processes 

that have been loaded on the memory. Proã signature search 

technique is selected for the processes tracking because of its 

ability to capture both active and exile processes. It starts by 

capturing all possible entities that may represent the process 

block, and then select only the true process blocks. Finally, 

all the processes are arranged in the Process Block Tree 

(PBT) according to its seniority (parent or child process). 

Once the PBT has been constructed, the online application 

such as web browser and cloud storage can be identified and 

categorized as active or exile process. Overall, this technique 

has been discussed in detail in [19], [20]. 

 

RULE 3: Identify the online application from PBT and 

capture the sensitive information about them. 

 

In the normal approach, the data that links with the process 

block can be tracked by using address translation algorithm. 

This method work perfectly with the active objects, however 

for hidden and exile processes, the chance to retrieve the 

linked objects will depend on whether their pointer still 

resides in the memory. By depending on the size of the 

computer memory and the activity that is run on the 

machine, the availability of the pointer is random and there 

is a chance that new objects have overwritten it [21]. Due to 

this scenario, the process enumeration technique will not 

work perfectly and thus, in this paper the unique signature is 

used to capture the information of the exile online 

application (process).  

 In theory, most of the tabs in Internet browser use the 

similar structure to store the information about the open url 

link. This structure can be retrieved from the computer 

memory by using “window”: keyword as shown in figure 2. 

By searching for this keyword, the information about the 

tabs of Internet browser can be retrieved as the information 

is stored in the entry. Each of the entry will consist of the url 

name, ID, docShellID, doc ID, title and the referrer of the url 

links. 
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Fig 2 Representation of the starting of information for Internet 

Browser tabs in the Windows memory image 

 

 Incidentally, the online storage can also run separately 

from the Internet browser. Therefore, it is not possible to 

capture the sensitive information such as username and 

password by relying only on the information of the Internet 

browser tabs. In general, the application will still use the 

HTTP or HTTPS protocol to transmit the information 

between server and client. If the application is using the 

HTTPS protocol, the process of encrypting the data that 

happen in the computer memory will give a slightly good 

percentage for tracking this sensitive information. This is 

due to the fact that the decrypted version of the data still 

exists in the memory if it is not been overwritten. This can 

be captured through the communication between server and 

client. Apart from the password and username, other 

important information such as ID, name and machine can 

also been attached together which can be used for 

verification purposes (verify that it come from the same 

machine). Figure 3 show the presentation of the username 

and password location on memory image for Copy 

application that is captured by using HTTP/1.1 fingerprint 

search. 

 

 
Fig 3 Representation of information for Copy (Cloud application), 

which includes ID, Machine name, password and username. 

IV. EXPERIMENT  
 

The algorithm was tested on Cloud_Online_Text_Process 

memory image which was acquired using an open source 

tool, DumpIt. It was an image of computer memory with XP 

Operating System and with the size of 512 MB. The memory 

image, once available will pass through the algorithm as 

shown in figure 4. 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

Fig 4 Algorithm for the test 

 

V. RESULT AND DISCUSSION 
From the test, the information with regard to the machine 

has been retrieved by using the algorithm and listed in Table 

1. From the table, it is noted that the memory was acquired 

from 32-bit system with Page Address Extension 

architecture after referring to the information in Processor 

Architecture and Identifier. Further, the computer name, 

operating system version and other important directory are 

also visible. Thus, with this knowledge, the analyst can use 

the process enumeration technique if he is interested in 

active process whilst the information such as computer name 

can be used as verification medium on the objects that reside 

in the memory so as to justify that the object come from the 

same source. 

 

 
By referring to figure 5, there were about 40 processes 

that have been identified and it was noted that the Internet 

browser, firefox.exe, had been loaded on computer at 

15:18:56 on 17/12/2013 but exited on the same day at 

15:26:26. Although the application had already exiled, there 

were separate structures that hold the data on Firefox tabs 

that were located at offset of 0x04c09f15 (H), 0x048a011 

(H), 0x1b78b084 (H) and 0xe9cc06f (H). There were about 

69 entries that hold the information about the tabs of Firefox 

and in Table II, it listed one of the entries that stored the 

TABLE I   

INFORMATION ABOUT USER 

Structure Information 

HOMEDRIVE C: 

COMPUTER NAME KHAIRUL-61A6D79 

OS Window_NT 

SystemRoot C:\WINDOWS 

PROCESS 

ARCHITECTURE 

x86 

PROCESSOR 

IDENTIFIER 

X86 FAMILY 6 MODEL 58 STEPPING 9, 

GENUINE INTEL 

 

Start 

Get 

informati

on about 

computer 

memory 

Capture 

possible 

processes 

in 

memory 

Identify 

true 

entity 

and 

construct 

PBT 

Identify 

online 

applicati

on 

(process) 

Track 

informati

on on 

Internet 

browser 

tabs 

Obtain 

password 

and 

username 

End 
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information on the Gmail Inbox.  By referring to Table II, 

the information about the Gmail Inbox such as the title, 

contents and ID can be obtained directly. In addition, the 

username and password for the Box Sync can be obtained at 

offset of 0x08bc1c28 where the information about it is 

attached in figure 6.  

 

 
Fig 5 PBT for Cloud_Online_Text_Process memory image 

 

 
 

 In general, the ability to retrieve this sensitive information 

is unpredictable and random. This is due to the nature of 

computer memory which is volatile. Hence, depending on 

the activity and the size of the memory, this information will 

be overwritten easily if the memory is running low in space. 

However, as the technology advances and the total memory 

storage in the computer keeps on increasing, it is necessary 

to take it to a new step in tracking that information as the 

size increase will increase the possibility of chances to 

retrieve them. 

 

 
Fig 6 Contents of metadata for Box Sync in memory image 

VI. CONCLUSION 
From the result of the experiment, it shows that the 

algorithm can work well in retrieving information about the 

online application if the representative of the object still 

resides in the memory. The purpose of the paper is also to 

provide a technique that requires less expertise since the 

personnel involved in Digital Forensic come from different 

background and competency. 

For future work, the study will be towards the analysis on the 

cookies and cache of the computer memory to obtain the 

sensitive information as there is a chance that those 

components may save some information related to the online 

application.  
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