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Abstract- Securing information is essential for safeguarding 

an organization business operation since information is a 

valuable asset for the organization. One of the most vital 

information security controls is information security awareness 

and practice. The purpose of this study is to assess the levels of 

information security awareness and practice among faculty staffs 

in Malaysian IHLs. The survey questionnaire was distributed to 

faculty staffs in University Selangor as a sample study to assess 

the trend of information security awareness and practice. The 

finding of the study shows that more than half of them were 

aware of the importance of information security in educational 

learning environment. This research is expected to contribute to 

information security awareness in IHLs. This research 

recommends that an information security policy should be 

developed for Malaysian IHLs. 
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I.  Introduction 
Information security is one of the important issues discussed 
in Institutes of Higher Learning (IHLs). It is because securing 
information is essential for safeguarding the organization 
business operations and reducing the risk of information theft 
[1][2][3]. Several studies show that IHLs had experienced 
several attacks on their information resources. The examples 
of information security attack are information security breach, 
virus used to broadcast confidential information; hacker gain 
access to faculty members names and social security numbers 
[4][5][6]. This situation shows that IHL’s is open to attack 
from a hacker, and the organizational information is at risk. 
The IHLs need to evaluate the organization information 
security risk continuously. Similarly, Smith and Frisby pointed 
that risk assessment is the first step in creating an information 
security policy[7]. Hence, the objective of this study is to 
investigate the level of information security awareness and 
practices among faculty staffs in Malaysian IHLs. Faculty of 
Computer Science and Information Technology, Universiti 
Selangor (FCSIT, UNISEL) was chosen as a case study as the 
Malaysian IHLs context is quite similar from one to another. 
The study is interested to identify the faculty staff computing 
behaviors that would affect the vulnerability of IHLs 
information security attacks and assess the occurrence of 
unsafe computing behaviors.  
 

Izwan Suhadak Ishak,  Irny Suzila Ishak,  Rohaya Abu Hassan,  Zulkefli 
Mansor 
Universiti Selangor  
Malaysia 
 

Zurinah Suradi 
Universiti Kuala Lumpur  
Malaysia 

This study will enable FCSIT and Centre of ICT at UNISEL to 
evaluate their information security training programs and their 
computer and information security policies. This research is 
important to create awareness and propose action to ensure the 
staff can protect their information resources and protect their 
people from any information security attacks.  This article 
describes information security issues and describes 
information security in Malaysia IHLs. It discusses the 
methodology and finding of the study. This research shows 
that IHLs should take proactive steps to encounter this 
information security attack and challenges.   

 

II. Literature Review 

A. Information Security Issues 
Information security has long been the concern of 
organizations. This awareness encourages organization to find 
ways on how to protect the information. One of the efforts is 
by inventing encryption code and integrating the encryption 
code with computer technology [1][8][9][10]. Information 
Security is defined as all action taken to protect and preserve 
the confidentiality, integrity, authenticity, availability, and 
reliability of the information.  This indicates that information 
systems may be secured by preventing, detecting, and 
correcting internal and external threats [2][3][11].  

Nowadays most industries are dependent to information 
technology (IT) to store their organizational information. In 
order to ensure the system can sustain, all security aspects 
must be addressed carefully. This action is to avoid any 
security breach or incidents. In addition, end user must be 
equipped with at least the basic information security 
knowledge that enable them to detect threats and in turn may 
prevent the threats from occurring. However, with the rapid 
evolvement of ICT, information security breaches scenarios 
are increasing [12][13][14][15]. In the early days, the viruses 
attack did not cause any serious damage to the computer 
system. Currently, as there are many types of computer 
security attack occurred, it may affect critical information and 
in turn will damage the continuity of organizational 
functionality and business process. Today, with the cloud 
technology advancement, ICT has allowed information to be 
shared unexceptionally, making that information more 
susceptible to attack. For instance, computer networks like the 
Internet provide convenient access to information as well as a 
convenient point of attack for service disruption and 
information theft [16]. Hence, this makes many organizations 
to be more prudent especially when using the online system in 
conducting online activities or transactions. 
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Although developers and researchers have provided ways 
to secure their computer networks, some authorized users still 
can unconsciously engage in practices that expose the host 
systems to attack. Bishop stated that ―the heart of any security 
system is people‖[17]. This implies that users who are 
uninformed about information security and indifferent to 
information security problems tend to act in ways that may 
increase the risk of security breaches and attacks. Meanwhile, 
users who are aware of these problems can implement 
protective measures that help to reduce the risk of information 
security attack. 

Previous research had discussed several issues regarding 
information security that include the following: information 
security challenges, technical computer security issues, and 
information security awareness. According to Thomson and 
Solms, a great challenge has been brought by the availability 
of the personal computer, increasing use of internet and the 
development of the system that do not consider security 
measures[18]. It shows that the emergence and development 
of technology had affect information security. Each 
technology has its pros and cons. For example, Internet usage 
can bring the user to borderless information searching which 
at the same also bring borderless virus attack. Further, Internet 
and computer user is not limited to workers at an organization 
but, also included home users as well. As a result, the attack 
targets become broader when home users can also become a 
victim.  

Furthermore, attackers have matured in using their 
hacking skills where they can avoid the authentication process 
to access each other’s files as in the theft of confidential 
information [10]. Currently, most of our information resides 
on the electronic database and attract the adversary for social 
engineering, phishing, identity theft and another white collar 
crime. In addition, if users are not aware with the new type of 
stealing, they can easily expose their sensitive information and 
become a victim of the attack.  

Besides the technical computer security issue, information 
security awareness issue must be looked into as well. Today’s 
security problems are primarily due to the lacking security 
awareness of users. However, it can be encounter without the 
need of sophisticated security technologies [11]. This indicates 
that the human factor is an important factor. However, there is 
a need to avoid human error factor. For this reason, it is 
important to create awareness among the user. 

 The term ―information security awareness'‖ is used to 
refer to a state where users in an organization are aware of the 
ideally commitment to their security mission (often expressed 
in end-user security guidelines) [19]. User must understand 
and be knowledgeable regarding IT security threats in order to 
ensure that they can react properly to any security incidents. 
This is because although the best security technology has been 
implemented, it has been shown that it cannot avoid other 
types of security attack to occur because of human error 
factor.  

A survey on the security perception of personal novice 
Internet user at United Kingdom (UK) shows that 43% of the 
respondents claimed that they do not understand the threats, 
38% asserted they did not know how to use security packages, 

35% indicated that they did not know how to secure their 
computer, and 32% stated that they did not know about the 
threats [20]. Besides that, the study also reveals that 17% of 
the respondents had systems that were used by children under 
12, whereas 18% them had computers that were used by their 
children aged 12–18 (the overall proportion of respondents 
with children was 30%).  

With the advent of Internet users, the focus of information 
security awareness has become broader where it does not only 
cover end user at organization; it also requires others who use 
Internet at home to be aware as well. Further, Furnell also 
found that the fact that organizations are tightening their 
defenses leaves home user systems as attractive targets for 
compromise [20]. As for the security aspects, whether, in 
terms of physical or logical, which are not being focused by 
home user, it leaves vulnerable for them. 

B. Information Security in IHLs 
Institution of Higher Learning (IHL), is an entity that is 
responsible for preparing a knowledgeable and high-level 
manpower for the country. The institutions needs to take full 
advantage of the rapid growth of technology by embedding 
and implementing the Information and Communication 
Technology (ICT) into their day to day operations; either in 
business operations or academic practices. However, with the 
rapid and fast emerging of technology, the information 
security aspects pose major challenges to the institutions in 
guarding their confidential information since IHL’s database 
are open to risk and attack.  

Institutes of Higher Learning (IHLs) are at special risk for 
information theft. The reasons why university is under attack 
are because university are easy targets, and they store 
information assets such as employee data, patient health 
information, scientific research data and information from 
classified government programs. University is an easy target 
because it has an open structure, have long retention periods, 
facing significant budget constraint which limits technology 
and security investment [21]. For examples, more than 
309,000 data of the University of Maryland student, staff and 
alumni were compromised in database breached by hacker. 
The hacker took names, Social Security numbers, dates of 
birth and university identification numbers even though the 
database protected with "multi-layered security defenses [12]. 

A study of 36 universities in the United States also found 
that IHLs had suffered from 319 attacks on their information 
resources [4]. On the other hand, in another study conducted in 
2006 on information security in higher education, 124 of 182 
participants specified that their institutions had experienced at 
least one information security breach in 2005 [5]. While, in 
June 2003 a computer virus at Stanford University broadcasted 
confidential employee salary and bonus information to about 
35,000 Stanford users [6]. Similarly, in February 2003, an 
intruder accessed names and social security numbers of 59,000 
students, faculty, and staff at the University of Texas at Austin 
[6]. All these show that IHL’s needs to protect her confidential 
information from being intruded. 

The objectives of Malaysia's higher education system are: 
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a. To promote national integration and unity 

b. To meet the high-level manpower requirements of the 

country 
c. To build a progressive society, oriented towards modern 

science and technology  

In order to produce high-level manpower requirement, the 
student and staff need to be educated about the importance of 
information security knowledge to protect national, 
organizational and individual confidential data. This is 
because the security concerns are evolving alongside with the 
development of technology. IHL such as UNISEL is entrusted 
with confidential information regarding their students, staff, 
finance and alumni. Institutions of higher education must 
protect this information because the cost of insecurity can be 
very high [22].  

The examples of incidents of security breach occurrence 
taking place at IHL’s are institutions’ computer system being 
hacked or attacked by viruses or worm, malicious software 
infections, and infiltration of other entities via their networks. 
The adverse impacts of these incidents include compromised 
private data and intellectual property, substantial financial 
losses, and potential threats to critical infrastructure, public 
safety, and national security. Thus, the computer and 
information had been incorporated as part of the institutions 
activities, and programs are a need to be secured. 

III. Methodology 
The study is undertaken to report on the Information Security 
awareness and practice by this specific target group of staff at 
Faculty of Computer Science and Information Technology 
(FCSIT), Universiti Selangor (UNISEL). The groups selected 
for the study are taken from two different job classifications in 
FCSIT.  

This survey instrument, a questionnaire that was 
specifically used in this study, is a modified version of the 
Information Security Awareness (ISA) measurement 
instrument developed by [23]. The ISA measurement 
instrument is comprised of a user information security 
awareness scale, an information security practice scale, a 
personal innovativeness scale, and a computer self-efficacy 
scale.  

The questionnaire was divided into three sections. The 
first section consists of demographic questions that inquired 
about the participant’s gender, job classification status, age, 
and the number of years of computer use. The next two 
sections were on the user information security awareness scale 
and information security practice scale. The questionnaires 
were distributed among the selected FCSIT staff. 

Data collections were analyzed based on the Rasch Model 
for dichotomous data using a computer application, 
Bond&FoxSteps [24]. In addition, the data were also analyzed 
using SPSS version 17. 

Once the questionnaires were distributed, the data was 
collected from among FCSIT staff i.e. academician, and 
administrative that represents various departments. Data was 
gathered from a random sample using the printed 

questionnaires. The printed survey instrument was used to 
collect self-reported data from the faculty staffs. Surveys are 
suitable for collecting self-reported data about the participants’ 
beliefs or behaviors [25]. In addition, the survey research is an 
appropriate method for this study since it was designed to 
describe a population [26]. 

The data was analyzed using Rasch Analysis and SPSS 
after receiving feedback from respective respondents. 
Statistical methods were used to summarize or describe a 
collection of data. This research used Descriptive Statistics for 
describing the results. For the data reliability, it was analyzed 
using Reliability Analysis. 

Once the data has been collected and analyzed, any 
patterns that emerge was identified. This pattern will be a 
guideline to give meaning to or interpret the data in an 
appropriate way to ensure that the objectives of this research 
have been achieved. 

Through this phase, all data had been documented by 
following the university format. This is to ensure the 
understandable of data presentation as well as can be used as a 
reference in the future. 

IV. Results and Discussion 

A total of 30 out of 60 (50%) respondent responses to 60 
questionnaires distributed to Faculty of Computer Science and 
Information Technology staff. The outcome of the survey will 
provide a measure of awareness and practice in information 
security established reflected by the Person Mean, µPERSON 
being the Maximum Likelihood Estimate (MLE) in Rasch 
Analysis. 

The survey’s reliability and validity have been established 
through a face validity check, a pretest, a pilot test (N=286—
business students—72% return rate) and a factor analysis of 
the results from the full administration of the survey (N=531 
out of 4,938 sampled) by Ryan. The alpha coefficients for 
each construct were above .80 [23]. The survey for this study 
was adopted and modified information security awareness and 
information awareness practice scales by [27].   

Based on Rasch Model a total of 690 data points arising 
from 30 respondents on 24 items was analyzed. It yields a Chi-
Square value of 1123.36 with 636 degrees of freedom. The test 
raw scores of Cronbach-α register a reliability of 0.73 
(confident level or error free margin). This allows further 
analysis of the instrument in measuring the awareness and 
practices in information security. 

  

Figure 1: Respondent job classification 

The demographic analysis shows that 50 percent of 
respondent are female, and 50 percent of respondent are male. 
This shows that the percentage of respondent between male 
and female are equal. Figure 1 shows that 80 percent of the 
respondents are academician, and the other 20 percent are 
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administration staff. In term of gender among academician,  
54 percent of the academician are female, and  46 percent  of 
the academician are male.  

The demographic survey result also shows that 23 percent 
of the respondents are from category 2 (20-30 years old), 66 
percent from category 3 (31-40 years old) and 10 percent from 
category 4 (41-50 years old). There are no respondents are 
from category 1 (below 20) and category 5 (over 51). This 
result shows that most of the respondents are of category three 
which is their age is between 31 to 40 years old. It shows that 
most of the respondents are considered to be young which is 
below 40 years old.  

 

Figure 2: Information security awareness among faculty staff 

     

 Figure 2 shows the trend and level of information 
security awareness among faculty staff.  In term of awareness 
of backup files, keeping password secure, phishing email 
impact, virus protection software and update virus protection 
software, 80-100 percent respondents they are aware of this 
security measure. Next, however, the awareness levels fall 
onto the average value (51-79 percent) in awareness of virus 
impact on computer, vulnerabilities of sharing devices and 

encryption of confidential files information. Lastly, the level 
of awareness is low (<50 percent) in understanding the 
requirement and expectation of computer use policies in the 
institution. This shows that requirement and expectations of 
the computer use policies among faculty staffs are still low of 
concern. 

The result of the study analysis shows that the lowest 
mean score is for the item - computer use policies which were 
3.17. Nevertheless, the overall score indicated that the average 
mean of information security awareness score with mean = 
3.67 is considered to be significant. That is mean the level of 
respondent's awareness are good. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Information security practices among faculty staff 

 

Figure 3 shows the information security practices among 
faculty staff.  The study shows that the level of information 
security practices is lower as compared to the level of 
information security awareness. Figure 3 shows the trend and 
level of information security practices among faculty staff are 
high (80-100%) in term of choosing password and having 
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antivirus software installed. For the practice of not writing 
down the password somewhere and not sharing the password 
with anyone, the percentage is low. However, it is consider 
good information security practices. The information security 
practices levels of the faculty staff are average (51-79%) in 
checking website security, update antivirus and log off after 
using computer systems.  The survey results show level of 
information security practices is low (<50%) in many area  
such as protect confidential files with password, log off after 
step away from desk, backup files, open emails regardless not 
knowing the sender, change password and seek information 
about information security.  

The result indicated that the average mean of information 
security practice score (M = 2.91). This mean level of 
respondent’s practice is fair, and the respondent need more 
training in information security to upgrade their knowledge on 
good information security practice. The university must also 
provide them with good information security guidelines and 
policies. 

V. Conclusion 
The study findings show that faculty staffs are aware of 
information security issues and safe computing practices. 
However, they do not always practice safe computing 
behaviors to the same extent as they are aware. The password 
management continues to challenge the users and IT 
departments since with good password management system in 
place; this could prevent unauthorized access to passwords and 
the vital information. On the other hand, the security 
applications such as antivirus programs have been made 
compulsory in managing malware risks since this software can 
easily attack the computer systems in the IHL. Users should be 
made known of the damage the malware could cause in terms 
of cost and university day to day operations.   Further, the 
faculty staff needs to learn on how to deal with phishing e-
mails situation. Staff should be more cautious on any emails 
that direct them to ask for confidential information. However, 
phishing attempts continued to be a challenge as the hackers 
were becoming more sophisticated in their attempts. From this 
study, it is recommended that the Faculty of Computer Science 
and Information Technology (FCSIT) or Centre for 
Information, Communication & Technology (CICT) to 
produce and enforce information security policies. Besides 
that, they also need to conduct a training to upgrade their staffs 
security awareness and practice. 

This study suggests the Malaysian IHLs information 
security policy is to be developed to ensure that the academic 
communities understood the potential risks of information 
security posed by staff at their academic institutions. The 
information security policy should include information 
security standard and computer-related tasks that impact data 
security. The examples of computer-related tasks that impact 
data security are password management, data storage devices 
and documents dispose process, back-up data, comply with the 
good practice, contend with  malware, and manage phishing e-
mails. 
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―Faculty staffs are aware of information 

security issues and safe computing 

practices although they do not always 

practice safe computing behaviors to the 

same extent as they are aware‖ 

 

―University must take precaution steps to 

encounter cyber-attack‖ 

 

 

―Universities data are very valuable assets. 

It needs to be secured…‖ 

 

―Inadequate security awareness of user can 

contribute to information security attack‖ 

 

 

―Cyber-attack are increasing day by day‖ 

 

 

 

 

 


