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Abstract— In this research paper, an encryption technique has 

been developed which consists of indexing and searching. The 

scheme does not need to inculcate the decryption steps, the users 

no longer need to decrypt the data during search operation. The 

proposed method makes the search operation more efficient and 

fast. Besides, it guarantees the protection and security of data. 
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I.  Introduction  
Recently development aroused in cloud computing made 

the information companies to rapidly provide convenient 
services to users like Google who provide services like Gmail, 

Documents and Google Calendar [1] .With the advancement of 
cloud computing, hundreds of thousands of network users or 
enterprises like to register their personal or private information 
for the use of some services. While adapting cloud services, 
security issue is the biggest problem as all the secret 
information and sensitive data are fully controlled by cloud 
providers. To overcome the security issues CSA, ENISA and 
NIST provide Counseling and suggestion for cloud storage in 
order to keep privacy of confidential data. [2]. However, some 
data outsourcing services may be malicious, illegally 
monitoring or retrieving user stored private information. The 
file search service is often used in cloud storage. Therefore, 
providing a searchable encryption method for enterprises in 
outsourcing cloud storage is an important issue and up to an 
extent this problem has been focused in this letter.  

II. Related Work  

The clouds have different architecture based on the services 

they provide. Ateniese et al. were the first to design a provable 

data possession model. It is used for ensuring the presence of 

data on the server. Ming Li et al. [3] identified the challenges 

and problems against the flexible, efficient and privacy 

assured outsourced cloud services.  
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Ranked keyword search and search over structured data has 

been focused by the authors. On the basis of these existing 

techniques, a framework for privacy assured search in cloud 

has been given.  

Swaminathan et al. [4] introduced a framework for 

confidentiality of ranked ordered large set of documents. The 

framework provides protection of searched keyword, whole 

set of documents and data center security. Treesa Maria 

Vincent Mrs. J.Sakunthala discussed various concepts for 

searchable encryption in cloud environment [5].  

In the service provider’s datacenter, protecting data privacy 

and managing compliance are critical by using encrypting and 

managing encryption keys of data in transfer to the cloud. For 

the cloud provider, the best means for securing data is 

cryptographic encryption and shipping self-encrypting.Self-

encrypting provides automated encryption with performance 

or minimal cost impact.  

III.  Security of Sentence Search 
The searching of sentence includes two security has been 
briefly describes in “searching encrypted data on cloud”[6]. 
The searched sentence keywords are first converted to 
trapdoors and then to codewords. These two levels of security 
fulfill the required need of security for cloud environments 
and data passed through these two security levels cannot be 
hacked or predicted by cloud. The searched sentence 
keywords are directed towards data owner where they are 
converted to codewords and sent to cloud server for fetch 
matching documents in ranked order i.e. the most relevant 
document on top. 

IV. Indexing time of Encryption 
Technique 

 

The time required to index a document is called indexing time 
and it is calculated by indexing the document. A set of 130 
documents are taken for experimental evaluation but few 
documents are listed in the table below to make the concise 
and understandable graph as 150 files index time if plotted on 
graph makes it hard to understand. The time required to index 
number of distinct words in each document has been shown in 
Table 1.1.  
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Table 1.1 No of indexing words and Index Time 

The statistical results obtained in Table 1.1  have been 
graphically depicted in Figure 1 

 

                    Fig.1 Representation of Index Time 

Figure.1 shows that with the number of indexed words shown 
horizontally increase in the documents, the indexing time 
shown vertically also increases. Hence it can be said that: 

Indexing a document  No. of index words 

A. Index time for one keyword 
From the results in Table 1.1, the indexing time for one 

keyword is calculated as: 

Total keywords = 42354 

Total time consumed = 2136 

One keyword index time = Total time / Total words = 

2136/42354 = .0504 seconds 

B. Words indexed in one second 
The total number of keywords indexed per second can be 

calculated as follows: 

Total keywords= 42354 

Total time consumed = 2136 

Keywords indexed in one sec = Total keywords / Total time 
consumed = 42354/2136 = 19.82 words 

These results can be used for time estimation of time for  
indexing of specific number of keywords. The increase in the 
number of index words increase the indexing time. The reason 
proposed technique takes more time to index documents is that 
each individual word has to be indexed with its position in the 
document instead in ranked search where only distinct words 
are indexed with their ranks. The similar words only increment 
the rank. 

V. Search Time of Encryption 
Technique 

 When a sentence is searched, its keyword’s codewords are 
matched in the document indexes. After the matching of 
keyword’s codewords, the collection of data is arranged and 
the combinations of the sentence are found. 

 

 

              Table1.2  No of  Search Sentence and Search Time 

 

The statistical results obtained in Table 1.2 have been 
graphically shown in Figure 2. It  depicts that the vertical axis 
show the time required for searching specific keywords and on 
horizontal axis searched keywords have been shown. It has 
been observed that the search time remains in the range of 1.5 
seconds to 3.5 seconds.  

 

               Fig.2 Representation of Search Time 
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VI. Conclusion and Futher 
Discussion 

This paper focuses on time calculation of indexing and 

searching in order to improve the efficiency of searchable 

encryption. The experimental results show that the proposed 

encryption technique is provably fast and efficient. It further 

provides security and privacy of data search. It can also be 

extended by using case insensitivity and encrypted data bases.  
The encryption technique is proposed for cloud environment 
where a large amount of unstructured data is stored in 
encrypted form. This can be used on individual server within 
an organization for data security. This technique is an easily 
deployed working technique which can be customized 
according to the users need. It can be implemented in banking 
systems, defense systems and other areas where security 
achievement with efficient and accurate search on encrypted 
unstructured data is major concern. 
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