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Abstract— IPv6 was created in the 1990s by the Internet
Engineering Task Force (IETF), as a next generation network
layer protocol, to overcome the limitations of IPv4. However,
organizations that plan to implement IPv6 should really be ready
for deployment with proper planning; because non-preparation
may contribute towards slowing down the migration process.
Based on literature from previous research, this study discusses
that organization readiness contributes to a slowing down of the
migration process, and to identify the factors that influence an
organization’s readiness towards IPv6 migration. The findings
reveal that the level of organization readiness contributes to the
speed of the migration process. The factors that influence
organization readiness are migration cost, infrastructure
(including hardware and software), knowledge, technical staff
skills, and IPv6 awareness from all levels of personnel within the
organization.
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.  Introduction

IPv6 was created in the 1990s, with 128 bits that could
provide up to 2*?® (or approximately 3.4x10%) addresses. IPv6
was created by the Internet Engineering Task Force (IETF) to
provide space for a larger number of addresses [1]. Besides
providing this larger space, IPv6 also facilitated other features
that did not exist in IPv4 [2]. However, migrating from IPv4 to
IPv6 quickly was impossible, due to the large number of
Internet and IPv4 users. In addition, because many
organizations relied on the Internet for their daily work, they
could not tolerate any downtime for the required IP protocol
transition [3]. In fact, because IPv6 requirements are
extremely demanding, transition could not be easily achieved
in a short time, and required a large amount of careful
planning and preparation, in order to develop and adapt to the
new IPv6 environment [4].

IPv4 to IPv6 transitions generally involve three practices,
which are dual stack, tunnelling, and translation; before full
deployment to IPv6 is complete. Different requirements are
needed for each transition method, and should be studied
before implementation is attempted [5]. However, according
to [6], IPv6 adoption will be slower if an organization is not
given enough information about the benefits and risks that
may be encountered during migration.
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In facing the problem of diminishing IPv4 addresses, the
IPv4 to IPv6 migration rate is seen to be slow [7]. Many
studies have shown that in most places, IPv6 deployment is
quite slow - despite changing to the new protocol being
deemed as crucial. Even though migration to IPv6 appears to
be slower than expected, many reasons have been identified
for its need. These include the depletion of IPv4 address
spaces [8], with about 5.5% of the world's Internet users using
the IPv6 environment [9], even though 184 countries have
allocated their IPv6 addresses [10] until April 2012. In
Malaysia, it was reported that in 2012, only 1.4% of Domain
Names with IPv6 were enabled [11].

Therefore, this study has been done to verify that a lack of
organization readiness contributes to a slow migration process,
and to explore the factors that influence organization
readiness. Previous studies have been used as references to
discuss both issues.

. Literature Review

Given that IPv6 is a new technology, which will replace the
current version of 1Pv4, transition is seen as a lengthy difficult
process for an organization, because it involves many aspects,
such as stakeholder, infrastructure [12], technique and method
[13], cost [14], and proper planning to ensure a smooth
migration [15]. Therefore, migrating from IPv4 to IPv6
quickly is impossible, due to the large number of Internet and
IPv4 users. In addition, because many organizations rely on
the Internet for their daily work, they cannot tolerate any
downtime for the IP protocol transition [3]. In fact, because
IPv6 requirements are extremely demanding, transition could
not be easily achieved in a short time, and required a large
amount of careful planning and preparation, in order to
develop and adapt to the new IPv6 environment [4].

IPv6 includes new network standards that will change, not
only IT infrastructure, but also the management personnel that
operate it at different levels [16], including top management,
technical staff, and end-users within organizations. Therefore,
migration to IPv6 needs high organizational readiness with
proper planning, methodology, and implementation tools, so
that the costs and risks involved can be controlled [17]. Some
organizations have already undertaken to apply IPv6 on their
networks. Organizations that plan to implement IPv6 should
be completely ready for the deployment, with proper planning,
because IPv6 migration requires appropriate preparation,
effort, accurate resources, and expertise, to make sure that the
migration goes smoothly.

In order to adopt IPv6 within networks, the Malaysian
government has set-up the National IPv6 Council, in order to
grant leadership and planning for the implementation of IPv6
in Malaysia. IPv6 is recognized as a major infrastructure
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project under the Malaysia Information, Communications, and
Multimedia Services 886 (MylICMS 886) strategy,
implemented under RMK-9. The deployment of IPv6 in
Malaysia is still not widely applied; this is in contrast with the
success indicators for MylCMS 886, relevant to IPv6, which
are:
e Malaysian ISPs to migrate to IPv6 by the end of 2006
e Government organisations to initiate migrate to IPv6
by 2008
e IPv6 is expected to be proliferated nationwide by
2010 with national network support

In  conclusion, migration to [IPv6 requires effort,
preparation, and consideration. A lack of careful preparation
can have a negative impact on security within the network
system.

m. Materials and Method

The aim of this study is to identify whether organization
readiness contributes to the speed of IPv6 migration or not.
We have explored the factors that influence organization IPv6
migration readiness. In order to achieve these objectives, a
qualitative research method (i.e., a document review) was
performed by referring to several previous studies as a
literature review.

This method was used because it is a systematic procedure
to review and evaluate printed documents and electronic
materials [18]. Literature studies from journals, reports, and
working papers were used as materials and resources for our
document analysis.

iv. Result and Discussion

A. Organization Readiness

Based on previous research, one of the reasons that
contribute to a slow IPv6 migration process is a low level of
organization readiness. Transition from IPv4 to IPv6 is not
easily achieved in a short time, and requires a great deal of
preparation and careful planning [4]. This leads to the question
of how ready is the entire world to face this process,
particularly developing countries [16]. As mentioned
previously, transition from IPv4 to IPv6 requires support from
several aspects that include cost, stakeholders, method,
infrastructure, and planning. All of these aspects should be
taken seriously, so that the level of preparation and readiness
in terms of technology education, infrastructure, procedures,
and business return investment, can be measured [15]. In fact,
this can be used to assess the readiness of IPv6 transition
planning in terms of technical, organizational, and marketing
views [9].

Previous findings show that a low level of readiness and
preparation influenced the progress of IPv6 deployment;
especially when most of the network environment is still not
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available for IPv6 [10]. In terms of transition strategy, where
network administrators have a problem choosing the best
method to implement IPv6 transition [4], because of limited
transition mechanism options [19], network managers tend to
be confused; especially those who lack experience [13].
Furthermore, network administrators with limited knowledge,
can be a major factor contributing to slowing down the
migration progress [8]. Other than that, facilities that can
affect the migration progress, which is the percentage of
network equipment supporting IPv6, is still low at less than
50% [10]. According to [20], any organizations that start
planning towards IPv6 must first assess their readiness,
because organizations that are not quite ready, could
contribute to a significant problem in the ICT industry [21].

Therefore, from the literature, we can conclude that
preparation and a high level of readiness is extremely
important for organizations, before they start to migrate to
IPV6.

B. Factors Influence the Organization
Readiness

According to previous literature, the factors that influence
organization readiness include:

i. Infrastructure compatibility

Since IPv6 is a new protocol, which is completely different
to IPv4, an organization’s major concern is existing
infrastructure compatibility. Cases of infrastructure failure
could cost organizations millions of dollars. Examples of
infrastructures include software and networking devices, such
as gateways, routers, servers, switches, and computers. During
the IPv6 transition, network infrastructures and hosts should
be compatible with IPv6, and network applications should be
migrated to run IPv6 [22].

ii. Training and skills

The lack of new technology technical skills is the biggest
challenge for technical staff to adopt a new protocol in their
organization. Technical staff need support, training, and
expertise from external agencies to train to manage a new
protocol. Knowledge, skill, and experience are major aspects
that can affect the successful adaptation of a new technology.
Having theoretical knowledge but lacking practical experience
is one of the weaknesses found by many local researchers [1].
Correct programs and training, established by the
organization, will ensure that IPv6 is always in mind, and its
complexity will not hinder technical staff when in place [23].
Furthermore, maintenance staff lacking IPv6 address
experiences and familiarity will contribute to increased costs
and lower development efficiency [24].

iii. Lack of awareness among top management

An organization’s top management awareness of IPv6 is a
critical factor to ensure the success of IPv6. If the awareness
level remains low, the level of readiness will not increase. This
would be even more complicated for the migration process.
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According to [25], organisations should know their IT
environments, in order to determine IPv6 readiness.

iv. Unclear about the total cost of the migration

Cost implications for the IPv6 transition are not well
understood by the organization [26]. Certain organizations
think that the total cost of IPv6 migration involves a large
amount of money if their current infrastructure is incompatible
with the IPv6 protocol. However, they were unclear about cost
estimation. According to A. H. Arifin, et al. [27], changing
from IPv4 to IPv6 is very expensive, since current network
applications run on [IPv4. Moreover, appropriate cost
estimations for planning, design, testing, deployment, staff
training, and operational overheads need to be considered in
advance [24].

v. Lack of user demand

Most hardware vendors, service providers, and security
vendors, do not promote and move actively on IPv6, due to a
lack of user demand. In reality, some providers show that they
are not interested in IPv6 deployment [16]; even though their
awareness is high. Meanwhile, security vendors only carry a
limited investment in IPv6; because of the low demand from
commercial enterprises [28] and because some operations
solutions and monitoring systems currently do not have
support for IPv6. In fact, many claim that suppliers lack timely
IPv6 compliance in their core kit, as there is little demand
from users [29]. Lack of user demand causes the vendors and
service providers to be unready for the migration process.

v. Conclusion

Since migration to IPv6 needs to occur sooner rather than
later, organizations have to accept and manage proactively
within a fixed time frame. Most organizations are aware of the
urgent need to apply IPv6 within their network. However,
according to Dell [21], very few organisations have made
preparations for IPv6 deployment, because they do not see an
immediate need. This shows that they unready the migration
process. Consequently, companies that continue to rely on
IPv4, with no plans for implementing IPv6 in the future, may
face negative impacts to their businesses; especially for cost
increases and limited website functionality.

Several factors, which need to be considered seriously and
prepared for by organizations before they start the migration
process, include migration cost, infrastructure (including
hardware and software), knowledge, skills among technical
staff, and IPv6 awareness from all levels of personnel within
the organization.

In conclusion, full support from all stakeholders, including
service providers, vendors, the government, and all personnel
within organizations, can help to smoothly initiate the
migration process.
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