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Abstract— Visa 3-D Secure is an e-payment system based on 

the integration of SSL/TLS with the three-domain architecture. It 

employs cryptographic techniques to secure communication links 

among participants in e-commerce transactions and also provides 

credit card verification via Visa Secure Server. Although several 

security vulnerabilities can be addressed, spoofing attacks are 

still effective and can be considered as potential threats to Visa 3-

D Secure. Threats of spoofing and impersonation have become 

more effective due to advances in computing and 

communications technologies. However, security mechanisms 

incompatible with the past e-payment infrastructure are also 

enabled by these technological advances. PKI-based   

authentications used in the SET scheme can be considerable in 

the current era for enhancing the security of Visa 3-D Secure 

against spoofing attacks. 
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I. Introduction 
     The Secure Socket Layer (SSL) protocol, together with the 

Internet Engineering Task Force (IETF)‘s SSL based 

Transport Layer Security (TLS) protocol [1], is one of the 

main industry standard means for securing communications 

over the Internet. Although SSL/TLS uses well established 

handshake and cryptographic techniques to guarantee the 

secrecy and integrity of transmitted data, SSL/TLS was 

considered insufficient for addressing essential e-commerce 

security requirements.  For example, the default handshake 

phase of SSL/TLS identifies the server, but not the client [2]. 

Moreover, there is no financial institution involved in payment 

verification in SSL/TLS. E-commerce transactions using 

SSL/TLS are categorised as ‗card-not-present‘, in which the 

merchant must be responsible if the customers uses a stolen 

credit card to initiate e-commerce transactions [3]. 

Furthermore, SSL/TLS is not designed to protect against 

repudiation of a transaction.  No cryptographic evidence is 

generated that can be used later to help establish whether both 

consumer and merchant really participated in the transaction. 

     Accordingly, several secure protocols were proposed to 

address the limitations in the security provisions for e-

commerce that were not being fulfilled by SSL/TLS (e.g., SET 

(Secure Electronic Transactions), MasterCard SPA (Secure 

Payment Application), and Visa 3-D (3-Domain) Secure). 
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Although some of them, such as SET, could technically 

provide e-commerce transactions with a high level of security 

protection, they were considered   as too ‗complicated‘ and 

rejected by e-commerce participants [4].  Eventually, Visa 3-D 

Secure (Verified by Visa or VbV) [5] has been widely used by 

a number of e-commerce websites. It is an e-payment system 

based on one of SET extensions, namely the three domain 

architecture. Visa 3-D Secure was proposed to address 

SSL/TLS problems where absence of verification of the card- 

holder can result in credit card fraud at the consumer side. 

Visa 3-D Secure provides e-commerce merchants with 

cardholder verification, whilst still retaining the ‗ease-of-use‘ 

associated with use of SSL/TLS. In other words, it is a 3-D 

version of SSL/TLS equipped with an entity verification 

mechanism among e-commerce participants. 

 

Although Visa 3-D Secure can address several potential e-

commerce security risks, dealing with web spoofing attacks 

conditioned by the intent to deceive is difficult to achieve. 

Web spoofing [2], [6], [7] was pointed out as a potential threat 

to e-commerce security. It is an active attack on web 

client/server communications that allows malicious parties to 

eavesdrop on and modify the data transmitted from a victim to 

a real server. This type of attack can be performed either when 

the connection is not secure or during the establishment of a 

secure connection.  Besides, the rapid increases in computing 

and communications speed also mean that malicious parties 

can exploit them to facilitate web spoofing attacks. Due to 

these technological advances, this paper argues that PKI-based 

authentication methods utilised by SET can be considered for 

enhancing the security of Visa 3-D Secure against attacks.  

This paper discusses potential vulnerabilities   associated with 

the use of Visa 3-D Secure, focusing in particular on web 

spoofing and suggests ways in which the identified security 

vulnerabilities can be addressed. 

 

II. SET – Overview 
SET was a prominent security protocol for an electronic 

payment system invented by Visa and MasterCard in 1996 [8], 

[9]. SET architecture utilises PKI to address limitations found 

in SSL/TLS. A number of reputable IT organisations 

participated in SET developments (e.g., GTE, IBM, Microsoft, 

Netscape and Verisign). SET employs both symmetric and 

asymmetric cryptography to protect purchasing information 

sent between SET participants, including customer, merchant, 

the acquirer, and the issuer. Key management for SET is based 
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on the use of a PKI to reliably distribute public keys between 

SET participants.  SET supports long key lengths for both 

symmetric and asymmetric encryption, such as triple DES and 

1,024-bit RSA [10]. 

 

SET enforces the use of digital signatures to authenticate 

identity of customer and merchant in order to mitigate the risk 

of information being manipulated by a malicious third party. 

In the SET scheme, Certificate Authority (CA) issues digital 

certificates to the issuing bank or ‗the issuer‘ (CERTISS = 

Sign(SKCA)[PKISS]) and the acquiring bank or ‗the acquirer‘ 

(CERTACC = Sign(SKCA)[PKACC]). The issuer and the acquirer 

also play important roles in issuing digital certificates that are 

mandatory in the SET scheme. Customers must apply for 

digital certificates from their issuing bank (CERTCUS = 

Sign(SKISS)[PKCUS]), whilst the acquiring bank will be 

responsible for issuing digital certificates for merchants 

(CERTMER = Sign(SKACC)[PKMER]) [10],  [11].  In addition, 

customer purchasing information is classified into order and 

payment information (OI and PI) [8], [9]. Both OI and PI are 

encrypted with separate public keys. Merchant public keys are 

used to encrypt OI (E(PKMER) [OI]), and acquiring  bank 

public keys are used to encrypt PI (E(PKACC) [PI]). This is to 

make sure that the encrypted OI can only be decrypted by the 

merchant and the encrypted PI can only be decrypted by the 

acquiring bank. 

 

SET is designed to ensure the merchant obtain cardholder 

authentication as part of an e-commerce transaction. SET 

enforces customer self-authentication.  They perform this on 

their local PC by entering a password that activates their 

digital wallet prior to initiating a transaction. The customer‘s 

PC then transmits OI and PI, encrypted with separate public 

keys, to the merchant Sign(SKCUS){E(PKMER)[OI]| E(PKACC ) 

[PI]} [8], [9], [10]. In addition, SET is designed to protect 

against repudiation of a transaction by having the issuing bank 

and the acquiring bank both play a crucial role in verifying the 

transaction. The issuing bank will provide a payment 

authorisation (PA) to the acquiring bank once the cardholder 

has been authenticated and agreed the payment. Similarly, the 

acquiring bank will inform the merchant once the PA has been 

provided by the issuing bank. Due to having both issuer and 

the acquirer involved in verifying each transaction, SET 

transactions are approved by major financial institutions such 

as Visa and MasterCard as ‗card present‘ transactions. An 

overview of the interaction among the participants in SET 

transaction can be briefly described below.  

 

1)                 (The cardholder requests SET 

initialisation from the merchant).  

2)                  (The merchant responds SET 

initialisation to the customer).  

3)     : Sign(SKCUS) {E(PKMER)[OI]|E(PKACC)[PI]}  

    (The cardholder submits and signs OI and PI encrypted 

by the merchant‘s public key and the acquirer‘s public 

key respectively).  

4)     : E(PKACC)[PI] (The merchant forwards PI 

encrypted by the acquirer‘s public key to the acquirer).  

5)                            (The acquirer requests 

payment authorisation from the issuer via SET payment 

gateway).  

6)                             (The issuer responds 

payment authorisation to the issuer via SET payment 

gateway).  

7)        (The acquirer sends a payment authorisation 

to the merchant).  

8)                    (The merchants confirms and 

captures the transaction). 

 

Although the security architecture of SET was superior to 

SSL/TLS in preventing potential e-commerce fraud [12], SET 

was not implemented. The elegant security architecture of 

SET caused a number of significant problems. PKI solutions 

expected to be a ‗magic pill‘ for e-commerce security issues 

instead became ‗toxic‘. A number of criticisms were leveled at 

SET. Interoperability among SET products was the major 

criticism of SET, since SET enforced the use of digital 

certificates for end entity verification. SET architecture relied 

on applications from different software vendors.  All major 

SET products, such as digital wallets, EFTPOS applications, 

payment gateway applications, and digital certificates, must 

work together. This included certificate translations among 

PKI vendors acting as trusted third parties (TTPs) that had 

different certificate policies.  Interpreting a certificate issued 

as part of a different TTPs was problematic due to the 

differences. 

 

In addition to interoperability issues, several criticisms were 

also related to the computing and communications speed 

insufficient to support SET operations [13], [14]. According to 

Bellis [15], ―the amount of overhead involved in the massive 

Public Key  Infrastructure (PKI) and registration process  

required by SET, [means] it will never be widely adopted‖. 

That author further points out that adding the extra overhead 

of a PKI infrastructure was not appropriate for the payment 

process at that time. This view was also supported by Treese 

and Stewart [3], who argued that PKI in SET was 

incompatible with the existing e-payment infrastructure (of the 

1990s). In addition, the low speed and high complexity of 

transactions was a common criticism of SET, and these 

properties reduced its attractiveness to both merchants and 

consumers.  In order to improve  the speed performance  of 

SET, additional  approaches were required (e.g., cryptographic 

hardware  acceleration  and elliptic curve  cryptography),  

according to a comparative  performance  analysis conducted  

by Gartner Group in 1998 [16]. The speed of Internet also 

made SET inflexible, since digital wallets needed to be 

downloaded and installed in the consumer‘s PC in order to 
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address potential misuse of credit card numbers [1]. Although 

many software  vendors  were developing  and standardising  

digital wallets in order to make it easier for consumers to use 

them (e.g., the MasterCard wallet based on IBM wallet v2.1 

[17] supported both the SET and SSL protocols), consumers 

were still required to obtain digital wallets  and set up their 

digital certificates and credit card details into the wallets. 

III.  Visa 3-D Secure – Overview 
In Visa 3-D Secure, the payment gateway is implemented in 

the acquirer domain [18]. This gateway provides an interface 

between the merchant/acquirer‘s payment system and the Visa 

proprietary payment network VisaNet.  Merchants are just 

responsible for installing an SSL/TLS Merchant Plug-In (MPI) 

at their servers, in the same way they would implement 

SSL/TLS. The MPI has additional functions to handle 

communication between the various entities; Visa 3-D Secure 

simply uses a URL redirection technique to enable 

communication that is protected using SSL/TLS among 

entities within the three domains: cardholder-merchant, 

cardholder-ACS, merchant-Visa Directory, and Visa 

Directory-ACS [18], [19]. 

 

The issuer needs to maintain a special server known as the 

Access Control Server (ACS). The ACS is used to support 

cardholder authentication. This enables the merchant to 

authenticate the cardholder, and obtain a signed guarantee 

from the Issuer ACS that the cardholder was present during 

the transaction. Merchants are provided with evidence, in the 

form of a message signed by the Issuer ACS, that the 

cardholder was present and the Issuer has authorised the 

transaction. This gives the merchant protection against the 

possibility of a ‗card-not-present‘ chargeback. The Visa 

directory, a server in the Interoperability domain, enables 

communication between merchant servers and card issuers. 

 

The following numbered sequence of steps summarises the 

operation of Visa 3-D Secure [20].  

 

1)                       (The cardholder submits a 

checkout request (CR) to the merchant. All purchasing 

information (PI) transmitted to the merchant server will 

be protected by SSL/TLS). 

2)                     (After the purchase   

information has been transmitted to the merchant server 

(M), The MPI at the merchant server sends a URL 

request (URR) to the Visa directory for the URL of the 

ACS of the issue of the card).  

3)             (The Visa directory checks the validity 

of the card and queries its participation in the 3-D 

Secure scheme with the ACS at the issuer server (I)). 

4)                 (The issuer sends a confirmation 

message (CM) and the URL to the Visa directory 

confirming the validity of the card details). 

5)       [           L (The URL of the issuer‘s 

ACS is sent to the MPI from the Visa directory). 

6)   [              [             (The MPI redirects 

the cardholder browser to the issuer‘s ACS for payment 

verification request (PVR)). 

7)  [                (The ACS requests secret 

authentication (SA) information, such as username and 

password, from the cardholder). 

8)     [                      (The cardholder enters 

his/her SA into the browser on his/her PC, from where 

it is sent to the issuer‘s ACS). 

9)  [               [                    [     
(If the cardholder validation process is successful, the 

issuer‘s ACS redirects the cardholder browser back to 

the MPI and sends a payment verification (PV) sign by 

the issuer). 

 10)             (The merchant transmits transaction 

details (TD) to the acquirer to request payment 

authorisation (PA) as in a ‗normal‘ Internet 

transaction). 

11)           (The acquirer sends a payment 

authorisation request (PAR) to the issuer via Visanet).  

12)         (The issuer responds by sending a PA to 

the acquirer). 

13)          (The acquirer sends the PA details back 

to the merchant). 

14)          (The merchant confirms the transaction 

(TC) and issues a receipt to the cardholder). 

IV. Advantage of Visa 3-D Secure  
Visa 3-D Secure imposes minimal  overheads on end-users, 

since it is based on SSL/TLS and the only step required  of the 

user is to register for the service with their card issuer (e.g., 

using a  web registration  procedure). Visa 3-D Secure benefits 

the merchant because it preserves the payment model used for 

existing SSL/TLS-protected e-commerce transactions. The 

initialisation is simple for both merchant and customer, 

especially for those already experienced in SSL/TLS. The 

merchant simply needs to install a special plug-in on his/her 

server, and the cardholder needs no special software.  They 

must simply follow an on-line enrollment process with the 

card issuer, using a ‗standard‘ web browser. 

 

As part of Visa 3-D Secure‘s cardholder authentication 

mechanism, Visa 3-D Secure enables the merchant to 

authenticate the cardholder, and to obtain a signed guarantee 

from the Issuer ACS that the cardholder is present during the 

transaction. In this light, merchants are provided with 

evidence, in the form of a message signed by the Issuer ACS, 

that the cardholder was present and that the Issuer has 

authorised the transaction. This gives the merchant protection 

against the possibility of a ‗card not present chargeback‘, 

where the merchant loses the value of the transaction if the 

cardholder denies that it took place. Therefore, Visa 3-D 
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Secure payments are regarded as ‗card-present-transaction‘ 

where merchants no longer need to be responsible for disputed 

transactions. 

V.  Potential Vulnerabilities of Visa 
3-D Secure  

According to Barron‘s Dictionary of Computer and Internet 

Terms [21, p.450], spoofing is defined as ―the act of 

impersonating a user or a machine‖.  In the context of e-

commerce, web spoofing has long been discussed in the 

literature   as a potential threat that may lead to undesirable 

outcomes, i.e., loss of confidential or financial information. 

According to Felten [6], ―Web spoofing allows an attacker to 

create a ‗shadow copy‘ of the entire World Wide Web. 

Accesses to the shadow Web are funneled through the 

attacker‘s machine, allowing the attacker to monitor all of the 

victim‘s activities including any passwords or account 

numbers the victim enters‖. 

 

In web spoofing, the attacker can monitor and modify any 

information transmitted by the victim to the server if SSL/TLS 

is not in use. Although SSL/TLS is used, a malicious third 

party (‗man in the middle‘) can interpose itself between the 

user PC and the genuine server prior to SSL session 

establishment. The man in the middle can impersonate the user 

PC to the genuine server during SSL session establishment, 

since the SSL client is (typically) not authenticated. Similarly, 

the malicious server can impersonate the genuine server to the 

user PC — the malicious server can even establish an SSL 

connection with the user PC to remove any suspicions from 

the mind of the user. In this case, the URL displayed by the 

client web browser will be that of the attacker rather than the 

genuine server. Even if the end user checks this URL, 

however, an incorrect URL may go unnoticed for two possible 

reasons. Firstly, the attacker may register a URL which closely 

the genuine server may in any case be unknown to the end 

user. Many Internet merchants sub-contract the processing of 

credit card payments to third-party payment providers — 

hence, during a transaction   the end user will find that they are 

connected to a server with a name bearing no relationship to 

the name of the merchant from whom they are making a 

purchase. In such a case the end user, no matter how diligent 

they may be in checking displayed URLs and that the SSL 

‘padlock‘ logo is displayed, will  have  no way of verifying 

whether they are connected to a genuine  or false third party 

payment server. 

Furthermore, Felten et al.  [6]  described how,  using 

JavaScript  (or other active  content),  a malicious  server  can 

rewrite the URL displayed to a user  to make it appear that the 

user PC is connected to a server  other than the one to which it 

is actually connected. Ye, Yuan and Smith [22] argued that it 

was possible to conduct such URL rewriting attacks (against 

both the address bar and status line) even when an SSL 

connection   has been established.  If such an attack is 

possible, then even the most careful URL checking will be 

ineffective. The authors [22] proposed a method to improve 

the effectiveness of spoofing attacks. In this method the man 

in the middle attacker does not even have to obtain an SSL 

server certificate.  Instead of creating a genuine SSL session 

with the user PC, the attacker simply uses JavaScript to make 

it appear to the user as if an SSL connection has been 

established— this is achieved by faking the padlock symbol. 

In order to complete the deception, the attacker also needs to 

emulate the SSL/TLS warning window, which a user may 

expect. Ye et al. [22] demonstrated that this can be achieved 

using JavaScript for both Netscape Navigator and Internet 

Explorer. 

 

Therefore, the spoofing technique is not only effective 

against SSL/TLS protected e-commerce transactions, but also 

potentially works even if the transaction is protected by Visa 

3-D Secure.  For example, an attacker establishes a bogus 

merchant site, which may be entirely fictional, or may be a 

‗copy‘ of a genuine web site. In the latter case, creating   a 

convincing copy of a web site is simple using the spoofing 

techniques described by Felten et al. [6]. In this case, an e- 

commerce user lured into visiting the bogus merchant may 

expect to see an SSL connection without knowing that it was 

created by the bogus server. The bogus merchant then 

redirects the user PC to a web site which impersonates the 

Issuer ACS server, with potentially serious consequences to 

the user. The following notations represent spoofing attack 

scenario on Visa 3-D Secure. Please note that S{...} means the 

transaction entity is spoofed. 

 

1)                        (The cardholder   submits  a 

checkout request (CR) to the spoofed merchant. The 

connection is either protected by SSL/TLS or the spoofed 

merchant creates the false impression that an SSL/TLS 

connection has been established). 

2) [              [                 (The spoofed 

merchant  does not attempt  to connect  to the Visa 

Directory. Instead, the cardholder is immediately 

redirected to another web site (also operated by the 

attacker) which impersonates the Issuer ACS. Again, the 

spoof ACS can either set up a genuine   SSL session, or 

can simply fake one). 

3) [                   (The spoofed Issuer ACS 

requests secret authentication(SA) information,  such as 

username and password,  from the cardholder). 

4)   [                          (The cardholder  enters 

his/her SA into the browser on his/her PC, from where it 

is sent to the spoofed Issuer ACS. At this point the 

attacker has learnt not only the card details but also the 

cardholder authenticating information. The attacker now 

has all the information necessary to make fraudulent 

transactions using 3-D Secure at the cardholder‘s 

expense). 

5) [              [            (The spoofed Issuer 

ACS can then redirect the cardholder PC back to the 

spoofed merchant). 
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6)              (the spoofed merchant simply 

displays an error message  of  some kind, terminating the 

(fake) transaction). 

 

Please note that variants of the above attack exist where the 

spoofed merchant sits between the genuine merchant and the 

cardholder. When the spoofing technique is applied, the 

transaction can proceed normally, with the correct Visa 3-D 

Secure exchanges between MPI, Visa Directory and Acquirer. 

The spoofed merchant then redirects the cardholder PC to the 

spoofed Issuer ACS which actually transfers all the data to and 

from the genuine ACS. This means that the request for card- 

holder SA shown to the cardholder can be the screen generated 

by the genuine ACS, incorporating any special messages that 

the cardholder expects to see. Such a process, although more 

complicated to mount, means that countermeasures involving 

cardholder specific screens provided by the Issuer ACS can be 

vulnerable. A fraudulent e-commerce merchant can obtain 

his/her public key certified by a TTP in order to fool 

consumers that the e-commerce web site is free from 

eavesdropping and tampering. In this case, it is difficult for 

consumers to differentiate if the web site is real or unreal, 

since the secure connection indicator and other SSL related 

features are still regularly performed [6]. It is plausible that 

such an attack will not be noticed by consumers. To make 

matters worse, there will be no simple way of identifying the 

entity which was responsible for stealing the user 

authentication information. 

VI.  Effects on Computing and 
Communications Speed on              

E-Commerce Security  
The continuing rapid growth in computing and Internet 

communications speed can have either a positive or negative 

effect on e-commerce security. The speed and availability of 

both computer processing and data communications continues 

to increase, enabling the provision of ever more complex 

applications. In terms of communications speed, the 

availability of low cost network bandwidth has grown rapidly. 

For general Internet users, broadband Internet access, as 

provided by ADSL, has become ubiquitous.  The bandwidth of 

a ADSL broadband connection is much greater than that of a 

modem connection, which only offers up to 56 kb/s, but was 

mostly used in 2003. In the 2002-2012 decade, ―the strong 

growth of broadband connections all over the world driven by 

hybrid fiber cable (HFC) and asynchronous digital subscriber 

line (ADSL) technologies, according to IEEE [23, p.47]. In 

[24] the Moore‘s Law was applied to analyse the growth of 

Internet traffic by the authors. Although there is no precise 

conclusion that whether the internet traffic growth rate is 3 

times or 4 times every year, it is sufficient for any businesses 

or individuals to know that its growth is at least more than 

double. These increasingly complex applications are typically 

designed to facilitate their operation by the majority of 

unsophisticated end-users, who require something both 

effective and easy to use. For example, Internet users are much 

less likely to encounter situations where their browsers do not 

respond quickly enough when searching for Internet products 

or services, or do not respond quickly after the payment button 

has been clicked. Merchants can enhance their web sites with 

more complex features in order to make them look more 

attractive. On the other hand, the rapid increases in computing 

and communications   speed also mean that malicious parties 

can exploit them to penetrate information security systems, 

including those based on cryptographic techniques. The 

continuing growth in computing and data communications   

speeds will facilitate distributed attacks of various types (e.g., 

Denial of Service attacks, distributed cryptanalysis, etc.). This 

includes spoofing attacks already discussed in this article. For 

example, slow Internet speed was pointed out by Ye Yuan and 

Smith [7] in 2002 as one of limitations to what web spoofing 

can achieve. The authors argued that spoofing the appearance 

of web browsers typically required a number of images to be 

downloaded while most home users connected to the Internet 

using a modem, and were restricted to at most 56 kbits/sec. 

The spoofing could result in an obvious major reduction in 

performance leading to suspicion that something was amiss. 

However, all these limitations may no longer be effective at 

the current state due to the rapid increase in computing and 

communications speed. As a result, there is always a risk that 

a consumer can be persuaded to divulge their authentication 

information to an attacker. If user authentication is based on a 

user name/password technique, this can be a major risk, since 

the attacker who learns the password can now impersonate the 

user at will. In addition, the Visa 3-D Secure HTTP redirection 

may be vulnerable to spoofing techniques, since no effective 

end entity authentication mechanisms are in use. 

 

Although other limitations of web spoofing were pointed 

out in [22], [25] — i.e., it was impossible to confine the fake 

location line to the correct position in the spoofed location bar, 

preventing spoofing attacks requires certain level of user 

security awareness.  Human factors are a major source of 

vulnerabilities in secure e-commerce applications, including 

Visa 3-D Secure. Users cannot reliably determine who they 

are communicating with, even when SSL/TLS security is in 

use. They may also fail to take simple security precautions, 

such as checking URLs in the location and status line [20]. 

According to Herzberg [2, p.65], ―The security of the security 

and identification indicators depends on users noticing, and 

correctly interpreting, them‖. The author supports that it is not 

realistic to expect users to inspect the HTML code and the 

location bar (URL). A number of user spoofing awareness 

experiments discussed in the same article [2] imply that it is 

almost impracticable to completely address different types of 

spoofing attacks. Recently, Murdoch and Anderson [26] 

provided some evidence to confirm that Visa 3-D Secure has 

become a target of phishing attack (some evidences can be 

obtained from [27], [28]). The authors state that Visa 3-D 
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Secure ignores good design principles for online card 

transaction authentication and has significant vulnerabilities, 

which has become a target of online fraud. Nevertheless, it has 

lousy technology, but got the economics right boasting 

hundreds of millions of accounts. It is difficult for consumers 

to verify the legitimacy of a merchant, because the Visa 3-D 

Secure transaction process appears to work normally.  Even 

the website protected by Visa 3-D Secure is legitimate like 

securesuite.co.uk [29], more than eighty responses were 

suspicious its legitimacy. It appears that the use of Visa 3-D 

Secure has not made the situation any worse than would be the 

case if SSL/TLS was used in the ‗standard‘ way. In 

Jarupunphol [20], there is a possibility of risk being 

transferred to e-commerce users, since the Visa 3-D Secure 

scheme provides the merchant with evidence that the 

cardholder has been authenticated. In this case, merchants may 

no longer be responsible for card-not-present chargebacks for 

Visa 3-D Secure payments.  Instead, consumers may have to 

bear the risk of fraudulent transactions (Please note that this 

reliability shifting was evidenced in Murdoch and Anderson 

[26]). 

VII.  Enhancing the Security of Visa 
3-D Secure  

Because of the possibility of spoofing attacks, there is a risk 

that a consumer can be persuaded to divulge their 

authentication information to an attacker. If user 

authentication is based on a user name/password technique 

this is clearly a major risk, since the attacker who learns the 

password can impersonate the user at will.  In this case, a more 

sophisticated method of user authentication,  where knowledge  

of one authentication  exchange does not help to impersonate 

the user subsequently,  can be used to improve  the security of 

Visa 3-D Secure. In response to spoofing attacks, Activation 

During Shopping (ADS) [30] was proposed by Visa in which 

unregistered cardholders are offered the opportunity of signing 

up during the purchase process. They are required to confirm 

their identity by answering security questions to their card 

issuer. Although the ADS scheme can be used to verify the 

cardholder identity at some level, it is difficult to verify if the 

site is legitimate based on these security questions. The 

possibility of a man in the middle attack still exists and can be 

a potential threat to Visa 3-D Secure. 

In this case, well-established ‗one-time password‘ or 

challenge-response techniques — see, for example, [31, pp. 

395–397], was suggested in [20] as a more sophisticated 

method of user authentication,  where knowledge  of one 

authentication  exchange does not help to impersonate the user 

subsequently. For instance, one-time password is an 

authentication system based on a transformed  password  

scheme that generates  a  different online password  each time 

by passing the entered  password  through a  one-way hash 

function n times, where n decreases  by 1 on each new login 

[32]. As a consequence, this technique can be used to protect 

against replay attacks as well as eavesdropping, since it is 

infeasible to invert the one-way function (for further details, 

see [33]. 

 

In addition to the one-time password authentication sys- 

tem, challenge-response is a common authentication technique 

whereby an individual is prompted to provide some private 

information, is another potential solution for HTTP redirection 

vulnerability.  The server in this case sends the client a random 

value (a challenge), which is different when requesting each 

authentication. In addition, the value must be incorporated into 

the client‘s response as an additional input to the one-way 

function generating a transformed password [34]. The status of 

challenge will be confirmed by the server when processing the 

response. Therefore, this technique can protect against replay 

attacks where the communication message can be recorded 

and later used for re-authentication. 

 

Among well-established authentication methods discussed 

above, PKI-based authentication methods used in the SET 

scheme introduced in 1996 can be effective against spoofing 

attacks due to advances in computing and communications. 

Several SET criticisms may no longer be effective at the 

current state, since the computing and communications 

performance are much more advanced than when SET was 

terminated in 2002. These technological advances also 

facilitate other SET projects — e.g., SET/EMV proposed to 

address SET problems related to the secrecy of private keys 

[35]. SET/EMV is a project of SET integrating with the EMV 

(Europay, MasterCard, and Visa) specifications, which is a 

global standard for inter-operation of integrated circuit cards 

defining how compliant IC cards or ―chip cards‖ and payment 

terminals should interact. 

VIII.   Concluding Remarks  
This paper describes potential vulnerabilities associated 

with the use of Visa 3-D Secure. Although the Visa 3-D 

Secure offers advantages over SSL/TLS to the parties involved 

in a transaction, it still contains significant security 

vulnerabilities arising from spoofing techniques. Moreover, 

these potential threats to Visa 3-D Secure are also facilitated 

by the rapid growth of computing and communications 

technologies in the 2002-2012 period. 

 

While it is not realistic to expect  all users  to be aware of  

spoofed  elements  due to human factors, secure  means of  

authentication  are necessary  for  protecting e-commerce 

transactions against spoofing  attacks. Security questions used 

by the ADS scheme may be helpful in verifying the cardholder 

identity. However, they are insufficient to prevent a man in the 

middle. A more secure means of user authentication, e.g. 

based on tokens, one-time passwords and/or challenge 

response, can be used to reduce HTTP redirection 

vulnerabilities of Visa 3-D Secure. In this case, theft of 
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authenticating information via false redirection is no longer 

effective. Due to advances in computer and communication 

technologies, PKI-based authentication used in the SET 

scheme can also be considerable for enhancing the security of 

Visa 3-D Secure against spoofing attacks.  However, this also 

means that significant barriers restricting SET implementation 

such as interoperability issues must also be addressed. 
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