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Abstract ----Lattices are regular arrangements of
points in n-dimensional space, whose study
appeared in the 19th century in number theory.
Since the appearance of the celebrated Lenstra-
Lovasz lattice reduction algorithm twenty years
ago, lattices have had surprising applications in
cryptology. In this paper we present some
applications of LLL algorithm, which can be used
to break some cryptosystems.
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l. INTRODUCTION

The lattices have played an extremely important
role in cryptology. In this introduction we state only
the results about lattices that we will need later, and
refer the reader elsewhere [COH95] for a
comprehensive introduction.

LatticeLet (¥y, V.. .. ¥y)e Z7 , m>n be linearly
independent vectors. A lattice L spanned
bywy, 175, 175, ... 1,0 the set of all integer linear
combinations ofy., 175, 734w, 19

L={VeZ®V = Ta;vwith a; Z}.

If m = n, the lattice is called a full rank lattice. The
set of vectors B =1y, 173, %5, ... ¥y iS called basis for L.
We also say that L is spanned by the vectors of the
basis B. We call dim(L)=n ,the dimension of L. The
determinant of L is given by
d(L)=|det (by. by .by . ... by)lthe b;being written as
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row vectors.Reduced basis for a given lattice means
basis vectors have small lengthsand they span the
lattice.

Lattice ReductionThe goal of lattice basis reduction is
this: given an integerlattice basis as input, to find a
basis with short, nearly orthogonal vectors.Lattice
reduction algorithms are used in a number of modern
number theoreticalapplications. Although
determining the shortest basis is possibly an NP-
completeproblem, algorithms such as the LLL
algorithm can find a short basis in polynomialtime
with guaranteed worst-case performance. LLL is
widely using inthe cryptanalysis of public key
cryptosystems.Several definitions of a reduced basis
can be found in the literature for whichthere is no
polynomial time algorithm. However for the
definition given in[LLL82] there is a polynomial
time, called LLL algorithm.Several definitions of a
reduced basis can be found in the literature for which
there is no polynomial time algorithm. However for
the definition given in [LLL82] there is a polynomial
time, called LLL algorithm.Several definitions of a
reduced basis can be found in the literature for which
there is no polynomial time algorithm. However for
the definition given in [LLL82] there is a polynomial
time, called LLL algorithm.

LLL ReducedLet by.b;.bs....bybe a basis of
lattice L, and bj. b3, b3.. . . bybe an orthogonal basis

derived from the given vectors. The basis
by. by by ... byis called LLLreduced if
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gl <iforisj<isn 1)

b + wybi| =2 1Bi Pfor1 < i< n(2)

2
4

where || denotes the ordinary Euclidean length. The
constant % in second equation is arbitrarily chosen
and may be replaced by any fixed real number y with

1
;{}{L

LLL AlgorithmLet L be a lattice spanned by
(ug.2g,uz. . o U,) . The LLL algorithm given
Uy Uz Uz o ol produces a new  basis
by.by . by ... Bb,of Lsatisfying

e; P < 2 UIBf 1P foralil = i<w ©)
Ifb; = b + Tizipgb!

then |Iuj-| = %‘a":‘ 4

The algorithm performs O(w*l)  arithmetic
operations, ~where [ =log(max;;u;;) when
by, by . by ... byis the output of the LLL algorithm

on a basis for a lattice L, we say that it is an LLL
reduced basis.

Properties of LLL reduced basisLet
by. by . by ....b, be a reduced basis for a lattice L

inR™, and let bj, b3, b3.. . .bybe orthogonal vectors

obtained from Gram-Schimdt orthogonalization
process. Then we have

p|" = 2B 2, 1=j=zizgn (5)
'I':"‘I"=. -

d(1) = TIE, In.] = 25 () (6)

=1

i) i
byl <27+ d(L)= 7)

In this paper we will use the property stated
in[7].
Il.  APPLICATION-1

Solving subset sum problem of low density.

Given a set {a,.a;.8;....a,}0f positive integers
called a knapsack set, and positive integers,
determine whether or not there is a subset of the

a;that sum to s. Equivalently, determine whether or
not there exist x;e {01} 1=i=nsuch that
Za;x; =5 The densityof S is defined to be

n

d:m.The algorithm given below,

reducesthe subset sum problem to one finding a
particular short vector in a lattice.Already we know
that, the reduced basis produced by LLL algorithm

includes avector of length which is guaranteed to be
n=1

within a factor of2 = of the shortestnon-zero vector
of the lattice. In practice, however, the LLL
algorithm usuallyfinds a vector which is much shorter
than what is guaranteed. Hence the LLLalgorithm
can be expected to find the short vector which yields
a solution tothe subset sum problem provided that
this vector is shorter than most of the

non zero vectors in the lattice.

Algorithm

1. Letm ==

2. Let L be a lattice generated by the rows of
the matrix of order (n + 1) x (n + 2).

200 -+ 0 map 0
0 2 0 . 0 mag 0
0 0 0 2 ma, 0
I 1 1 1 1 ms 1 |

3. Find a reduced basis B of L.
4. For each vector

Y=y ¥ Yasn Va2 inBif
Yner =0,

Vpiz = 1andyi-11}wi =1.23,. . .n
then do the following:

For those ¥ =1, if X, ,a;x; =5 then
return the solution Cxy x5 .%5 0, x )

For those w = —1, if E,a;x; = s then
return the solution (x; . x5, x5, .. x )

5. Return(failure)( Either no solution , or the
algorithm has failed to find one).

Justification Let the rows of the matrix B be
by by b3 ... by By qand L be the lattice generated
by these vectors. If xy.,%;,%5..... %, is a solution to
the subset sum problem, Consider
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.r,_h1+.r: bz+.r2 b3+ L
‘ri’!b'ﬂ
'bn+1)

(2
r, —1,2%; —1,.. ., 2x, — Lmla,x, +
GaXz+. . .ty X, — 51 1)

Since (¥;.x7.%z...%y) iS a solution and each
x; (1 =i =n)is either 0 or 1, we have y; € {—1,1}
and Ynsr =0 Since
Iyl = v+ 93+ . . +¥3, +vi.2, the vector y
is a vector of short length in L: If the density of the
knapsack set is small, i.e thea;are large, then most
vectors in L will have relatively large lengths, and
hence y may be unique shortest non zero vector in L:
If this isindeed the case then there is a good
possibility of the algorithm finding a basis which
includes this vector.Above algorithm is not
guaranteed to succeed. Asuming that the LLL
algorithmalways produces a basis which includes the
shortest non zero lattice vector,then algorithm
succeeds with high probability if the density of the
knapsack setis less than 0.9408.

Example Given integers are 3,5,7,9,11,13,20. The
sum we want is 20. Here m=2. Consider the lattice L,
which is spanned by the rows of the following
matrix.

OOOOOOI:\
== == SV I T v i e
== B R N e T e T e
=T R I e T e T e T e B e
= O O O o OO
—
[}

Ll s I w L e v T e ) 5 Y ]
Ll eI w Il e e T B8 [ Y ]

f_i—l

Apply LLL algorithm to above matrix, we get
reduced matrix
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(1 1 -1 1.1 -1 1 0 l-\
1 11 -1 -1 1 1 01
2 -2 2 2 0 0 0 0O
1 -1 3 -1 1 -1 1 0 1
-1 1 -1 -3 1 1-1 01
-1 -1 -1 -1 -1 -1 1 0 -1
-1 -3 -1 1 1 1 1 0 1

kl 1 1 1 1 -1 1 7 1,/

Now observe that the rows 1,2,6 have desired
property. Corresponding to thoserows we can get
possible positions for given problem are 3,6;4,5;7.
We can apply this technique to cryptanlyze Merlke-
Hellman cryptosystem

1. APPLICATION-2

Integer relationsWe say that there exists an integer
relation among real numbers x; ,x5.,% ..., x,if there

exists @y.o;.8z....8; not all zero, suchthat
¥, a; x;=0.Although the Euclidean and continued

fraction algorithms solve the problem of finding
integer relations for the vectorxy .x;.,xg.....x,when

n = 2.Untilrecently there were no known polynomial-
time algorithms that solved the problem for » >3, and
it is likely that no algorithm exists in general.

A breakthrough was made in 1977 with the
generalized Euclidean algorithm of Ferguson and
Forcade, a recursive algorithm that is guaranteed to
find an integer relation when one exists. Following
this, a number of non recursivealgorithms were
developed, including the PSLQ algorithm, the HILS
algorithmand a method based on the LLL
algorithm.One use of the LLL algorithm is to find
small integer relations among nonzero values
Xy.X¥g.%3....%, .For the LLL algorithm to find
integer relation for

given non zero values, define (n + 1) * n lower
trapezodial matrix B as

1 o ... ] 0

] 1 ... ] 0

] o ... ] 1
W=y WNx ... WNx.; Nx

(where N is a large number) and let be the column
vectors ofB. If we now consider the vectors in the
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lattice L spanned by by, by . by ... by, we see they
of the form
M=

TR mib; = [my.my.mg.. . .,mﬂ,NELLmL—x[]T.
We may view the last term in M, as a penalty term. If
the vector m = [my.mg. Ma.. . .. MyliS an integer
relation for x, then this term will be large, provided
that N is large enough. The penalty for not being an
integer relation depends on the choice of N. If N is
taken large enough and m is a short integer relation
for x, then M will be one of the shortest vectors in L.
With this in mind, to find an integer relation for x we
choose a suitably large vale of N and run the LLL
algorithm on the vectors by, by . By ... By, The first
vector in the returned basis will be one of the
smallest vectors in L. If N is large and if aninteger
relation exists, then LLL will succeed.

Algorithm This algorithm finds small integer relation
among given numbers.

1) Letthe input vectorsxy . xg,xg,u ., Xy,
2) Let L be the lattice spanned by columns
of a matrix (n+1)*n B as

1 o ... 0 0

] 1 ... ] 0

0 o ... 0 1
Nz Nz .l WNxp: Nxgp

Where N is a predefined number

3) Apply LLL
algorithm to B.

4) Return
vector of the reduced basis.

first

Justification Let M be the norm of a smallest integer
r elation for x and consider the finite set of vectors

{}'E %yl < 22 M, y.x = []}. From this non
empty set, choose a wvector y with the
propertylv. x| = |Ex;v;lis minimal. For this y
choose N so that NIE y;x;l = 22M. Now for any

m’E L, if B omx; =0 then

lm'll = 22 M. Ifm =

T
[mymy.ma. . .om NEL, mx]
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.
is greater than 2= times the norm of a shortest non

zero vector in L and hence cannot be the first vector
in LLL reduced basis.

ExampleGiven numbers are 56, 78, 89, 21, 45.
Construct lattice L which is spanned by the rows of
the matrix .

1 0 0 0 0 16184
0 1 0 O 0 22542
0 0 1 0 0 25711
o 0o 0 1 0 6069
0 0 0 O 1 13005

Apply LLL algorithm
reduced basis

to above matrix, we get a

-1 -1 1 0 1 0
-2 2 -1 0 1 0
1 -1 - 1 2 0
2 1 -2 -7 3 0
-1 1 o -1 0 289

The first 4 rows of the reduced basis gives the desired
result.

ExampleWe are aware of Machin’s formula

a arc tan(1)+b arc tan(§)+ c arctan(ﬁ):o where

a,b,c are small numbers, but we do not know their
values. We apply LLL to the matrix

1 1
arctan (1} A  arc tan (E] A orc tan (ﬁ] A

0 1 0
0 0 1

With a large value of A. If A is not large enough,
LLL suggests that arctan(i] = 0. It is clearly true,

but not exactly 0. If A>1000, LLL suggests the
relation

arc tan(1) — 4 arc tan {1—5') + arc tan (LD) =10

vl

IVV.  APPLICATION
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Finding small solutions to univariate polynomial
congruences. Supposewe are given a polynomial f(x)
and a real number M, and we wish to find avalue
xy€Z for which f(x0) = 0 mod M. The main tool we
use is stated inthe following simple fact.

Let h(x) = Ea;x;then [h(xX)lI* = I, X'a; .

Fact Let hix} € R[x] be a polynomial of degree w,
and let XER be given. Suppose there is some
x| € X such that

1. hx;) e Z.and
2 In(xx)l < —=. Then ACr) = 0,

Consider,

lh(xy) = X a;x;l
= [Per®
9
< ) lack|

= Ywllh{=x)l

ot (3)

=1
But since hlxy) € Z we must have hlxy) = 0.

Above fact suggests that we should look for a
polynomial h(x) of small weighted norm
satisfyingh{x,J € Z . To do this we will build a

lattice of polynomials related to f and use LLL to
look for short wvectors in that lattice. We
havef (xy)/M € Z because flxy) = 0 modM.

Define g;x(x) = x*(f(x)/M)Y*. And we have
gix rg) = x5(F(x  )/MI® € Zvi k = OFurthermore,
this is true for all integer linear combinations of the
g:x (x). The idea behind the coppersmith technique is
to build a lattice L from g; ;(xX). The first vector
by The first vector bl returned by the LLL algorihtm

willbe a low norm polynomial h(xX) also
satisfyingh(xy) € Z. If its norm is small enough, by

above fact we have hix) = 0.Traditonal root finding
methods canfind x;By above fact we have

351

IRl ::# Fortunately, LLL algorithm allows
us to compute agood bound on the norm of the first

vector in an LLL reduced basis. We
=wiw=11 =w

havedet(L) =2 ¢ w2 . From this we can obtain
IR G I -::#.The determinantof L depends on the

choice of polynomialsg; ; (xX) defining lattice.

Tocompute determinant of a lattice one should
choose basis polynomials carefully.We will be able
to choose a basis so that the matrix whose rows are
the coefficientsvectors of g;x(xX)is full-rank and

diagonal, with an explicit formula forthe entries.

ExampleSuppose we wish to find a root x; of the
polynomial

x% — 2840y + 5324 =0 (mod 10001 )sati
sfying lxgl = 17.
Define fix) = (x* — 2849x + 5324)/10001. We
build a lattice with  basis  polynomials
(1,17, F17x), 17xF(17x), F2 (17D ). The

determinant of the lattice of matrix formed by using
above basis of polynomials we get

det(L) = 17010001 % = 2.0 x 1074,

We require

1% -5

5z & 5.6x1074

-
det(L) = ywherey = 2~ +

Hence condition is satisfied. We find that the LLL
algorithm returns polynomial

h(17x) =

( —417605x% — 7433369x° +

p 100017
1970691x" — 26231 74x + 'J"ESEIIZI].EL)'Hr

This leads to
hix) =

—5x"4 —1513x"3 4+ 6810x ~2 — 154422 x 2
( +7230016 )’lrmum '

The roots of h{x7Jover the reals are 16, —307.413,
We find the only integer solution x; for given
equation satisfying x| < 17 is x is 16.

V. RESULT ANALYSIS
In this paper we have presented some applications
of LLL algorithm. The first application is subset sum
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problem. It is a well known NP-hard problem, but it
was solved in low density by using LLL algorithm.
Based on this, the well known knapsack
cryptosystem namely Merkle-Hellman cryptosystem
was broken. The second application is integer
relations. To find integer relation among given real
numbers is a difficult problem, but one can solve by
using LLL algorithm. The other good solutions for
this problem are PSLQ, HJLS. But no clarity to
decide which one is best. The third application is to
find small solutons to univariate modular polynomial
equation. In this paper we have presented simple
version of Howgrave-Graham. By using this problem
we can solve the RSA problem in special settings.

VI. CONCLUSION

Lattice basis reduction is a powerful and general
tool that has had a large impact on computational
algebra, and is becoming increasingly important in
cryptanalysis and theoretical computer science. These
latter fields present an interesting tension. The
cryptography community demonstrates that basis
reduction has more application than its theoretical
limits. Twenty years of lattice reduction yielded
surprising applications in cryptology. We hope next
twenty years will prove as exciting.
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