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Abstract— With the rapid application growing of internet and

wireless network, information security becomes sigficant to

protect commerce secret and personal privacy. Stegagraphy
plays crucial role for information security guarantee. There have
been number of steganography embedding techniquesqgposed
over last few years. In this paper, our goal is t@valuate number
of JPEG steganography techniques proposed in thetdrature.

Experiment are done on large sets of images for twanost
important aspects of steganography system i.e impegptibility

and the capacity of stego image and results showahOutguess
and F5 are most reliable techniques among universalPEG

steganography technigues.
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. INTRODUCTION

The word Steganography is derived from the Greekds/o
“stegos” meaning “cover” and “grafia” meaning “vimnigj”
defining it as “covered writing”[2]. It essentialljpeans “to
hide in plain sight”. Steganography is the art aotnce of
communicating in such a way that the presence wiasage
cannot be detected. It hides the existence of efsatessage
and in the best case nobody can see that bothepaatie
communicating in secret [1]. Many different filerfioat can be
used to achieve steganography, but digital images thae
popular carrier files by far. It is because the viiemages are
stored creates a great amount of redundant spaioé \ghthe
ideal place to hide information .

Steganography and cryptography are cousins in plyecgaft
family. They both used to ensure data confideryiaNVhile
cryptography is about protecting the content of sagss,
steganography is about concealing their very existe

In this paper we discuss image steganography andtddnide
information in jpeg image and we discuss resultsiaokd from
evaluating available steganographic software.

II. IMAGE STEGANOGRAPHY

Image steganography is the art of hiding infornmatioto a
cover image. Each image hiding system consists rof
embedding process and an extraction process. Aocuaus-
looking original image is used as the cover image

to conceal the secret data. The secret data aredetab into
the cover image to form a stego image. The embgduliocess

successfully extract the embedded data by using the
corresponding extraction key in the extraction pssc The
embedding key and the extraction key are refercedst stego
keys. If they are the same, the image hiding syssesgmmetric,
otherwise asymmetric. The two most important asgpeftany
image based steganographic system are the quélttyecstego
image and capacity of the cover image.
Data hiding have general requirements;
* Imperceptibility: marked and original
should be perceptually identical.
* Robustness : The embedded data should survive any
attacks.
e Capacity : Maximum data embedding payload
e Security : Security is in the key.
Image steganography schemes can be classifiedvirtdoroad
categories:
a) Spatial-domain based
b) Transform-domain based
In spatial domain approaches, the secret messagesrdedded
directly. On spatial domain, the most common anupgst
steganographic method [2] is the least significhité (LSB)
insertion method. The schemes of second categoheeénthe
secret data within the cover image that has besmsformed
such as DCT, DWT and DFT. The capacity, amount atad
embedded within a given image, of spatial domaimestes is
better than that of second category. However, tieguiency
domain schemes have better robustness than th#teofirst
category. Since the watermarking schemes requiteetmbust,
most of the watermarking schemes used are frequeéomain.
However, steganographic methods need not be ralngisinstead
the capacity and quality are important.
Most image hiding use uncompressed images (eg.,) BMP
Or losslessly compressed images (eg., GIF) as cionages.
These images potentially contain much visual rednoyg so that
they can provide large capacity to hide secret.ddtmy image
hiding systems have been developed based on Isskiege
formats (eg., EzStego [3,4]).
For reducing transmission bandwidth and storingcepahe
JPEG image is currently the most common format usedhe
internet. In this paper, steganography in the [@igcrcosine
& Transform (DCT) domain of the JPEG image is focused

lll.  REVIEWOFJPEGCOMPRESSION

Because steganography in DCT domain of the JPE@dnm
focused so we describe the JPEG compression isghton.

data source

may use an embedding key so that the legal user can

*She is the author of this paper.



UACEE International Journal of Computer Science and its Applications [ISSN 2250 - 3765]

2
6. These coefficients are then quantized using a
Image splits into Forward — quantization table with 64 entries. This step issio
blocks pcT [ 7| Quantizatiol because of the rounding error. A useful featuréREG
v process in this step varying image compression and
Encoded 4 | Entropy Encoding quality is obtainable through the selection of #pec
JPEG Image quantization table. The standard quantization matri
JPEG uses quality factor 50 that as shown in Fig 3.
Decoded —— For a quantity level greater than 50, less comess
Image 4_| Reverse DC I‘_ Dequantizatio and high quality is obtained and otherwise vicesaes
T obtained.
Encoded N ) Quantization is achieved by dividing eatdgment in the
JPEG Image’| Entropy Decoding DCT coefficient block by the corresporgliralue in the
gquantization matrix, and the result isrmded to nearest
Fig 1. The block diagram of the JPEG compressiongss integer. The quantized DCT coefficienﬁﬁ{u Vv)are

computed by
JPEG is an international standard for continuous-tstill
image compression which has been approved by htienal
standard organization. The JPEG compression isdbasethe FQ(U V) = F(u,v)
DCT and allows substantial compression to be aekievhile ' Q(u,v)
producing a reconstructed image with high visudelfty.

Fig. 1.Sh°WS the JPEG encoding process which caspre 7. The resulting data for all 8x8 blocks is further
thre_e major steps; forward DCT, quantization androgry compressed with a lossless algorithm, a variant of
coding. The encoding process consists of sevaps st Huffman encoding ’

1. The representation of the colors in the image is
converted from RGB to CgCg, consisting of one
luma component (Y"), representing brightness, amd t
chroma components, gGand &), representing color. —

. . . . . 162 40 20 72 130
This step is sometimes skipped which allows greater 01 10 5 B
compression without effect on quality of the image.

2. Due to brightness sensitive receptors in eye, the
resolution of chroma data is reduced by a facto® of F=
which is known as ‘Downsampling’.

3. The image is split into blocks of 8x8 pixels, amu f 0l
each block undergoes a discrete cosine transform 4 2
(DCT) and converted to frequency domain. 417 2 i

4. Before computing the DCT of the 8x8 block, 128 is Fig 2. DCT block
subtracted from each entry to shift from a positive _
range to one centered around zero.

5. Calculate DCT coefficients by formula given by-;
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4 COS Fig 3. Quantization table
16 16 — -
04 251 0 0 ¢
L i 3910 2100 0
51 21 0 0 0
Where F'=| 3 350100 0 0
2 10000 0 0
1 D000 00 0 0
C(u)=—,ifu£0 1 T O A T VI
\/E 000 00 000
Fig 4.Quantized DCT block

1,ifu>1

*She is the author of this paper.
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IV. REVIEWON STEGNALYSIS

Steganalysis is an attempt of discovering énddata in
stego media. A poor steganography technique wiilea
suspicion by doing visual observation. Wheraider

V. JPEG Compression Technique in Steganography.

In steganography using digital images, data emiogddi
into compressed images should be primarily consitler
since images are usually compressed before being

some statistical testing.
techniques may be able to withstand eithevalior
statistical detection. If there exist a metholdatt can

Some better steganograph cosine transform (DCT) is the most common compoessi

standard for still images, therefore many stegasugc
methods have been proposed for JPEG images [6-12].
a method hide data into

detect the existence of a hidden message withln 1999, to _ JPEG
success rate better than random guesdieg the  compressed images that uses DCT was introduced. Tha
steganography system is considered broken. method embeds only one secret bit intbe 640"

Most of the embedding process in the stegapby
system is using the bits manipulating either inusetjal
or in some pseudo-random pattern. By enhancing 1the
bit-plane and observing this bit- plane, some wisps
artifacts will reveal the effect from steganographi
process. In most cases, the 1 bit-plane is the hisplan
and if the LSB is 1 then it is enhanced to the mmaxn
pixel value otherwise if it is 0 then it isemained
0.This is the simplest steganalysis and knownvisual
attacks[3].This steganalysis is applicable to dele8B
embedding in spatial domain image and palette isdyat
not in transform domain image.

A statistical analysis proposed by Pfitzman anestéld
[8] is Pair of Values (PoVs).The idea of this steggsis
is that during the embedding, it is actualyapping
one value, A Zi) into another value, B2{+1) and vice
versa. This does not change the sum of both vadfies
occurrences in the image. Thus, this will form ar pf
values and it is observed that before the embeddiege
two values are distributed unevenly, but after th
embedding, these values tend to become equal.
result, statistical Chi-square test is a suitalolel to be
used. Fridrich et al. [3] introduced a method kn@8rRS
steganalysis. This method uses statistics deffirgd the
spatial domain of an image.
LSB can be predicted up to certain level from th
remaining of the 7 bits.

Apart from those steganalysis methods ritest
above, there are also some other methods like rgaive
blind steganalysis and unique fingerprints that dmn
found in [4]. There is also some steganalysis puttiat
only attacks on a specific steganography system the
one proposed in [5] and known as targeted stegsisaly

*She is the author of this paper.
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quantized DCT coefficient of a DCT block in zigza
order [11]. Besides, a different quantization talite
offered to the JPEG decoder so as to reduce thee noi
caused by the secret data. Since a small changbeof
quantized DCT coefficient will lead to significant
distortion in the decoded image, the value in the
guantization table for the position the embeddeth ia
changed to 1. These methods are ablproduce atego-
image with a small distortion. However, the imf@tion
hiding capacity is very limited. A 512 x 512 gragvél
image can hold only 4096 bits.

A. JPEG-JSTEG

Jpeg-Jsteg was among the first secret data hidwlgfor
embedding secret information into JPEG compressed
images[12]. Jpeg- Jsteg embeds one secret bihenLEB

of the quantized DCT coefficients whose values @rd.,

or —1. The information hiding capacity of Jpeg-gsie
improved but is still limited. The number of tdi that
can be embedded becomes smaller when the corngoress
ratio gets higher. In the literatures concernedrdlare few

é}lata hiding methods that hide the secret data BGIP
AScgmpressed images. The main drawback of theseod®th

are that the information hiding the capacity is l@amd
their neither bit rate nor the distortion of thego-image
can be controlled. Chi-square attack provides velable
results when the LSB placemenkiwown therefore, the data
embedded by the J-steg can be detected by chiesquar
attack.
Embedding Algorithm of Jpeg-Jsteg:
Input: Secret message, cover image
Procedure:
Step 1: Encode the message using Huffman codes.
Step 2: Divide the cover image into 8x8 blocks.
Step 3: Calculate DCT coefficients for each block.
Step 4: Quantize the coefficients
Step 5: while complete message do not embedded do

5.1 get next DCT coefficient

5.2 if DCT#0, DCT#1andDCT # -1

Then
5.3 get next bit from message
5.4 replace DCT LSB message bit
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End {if}
End{while}

Step 6: De-quantize and take inverse DCT
to obtain stego image.

Extracting Algorithm
Input : Stego image
Procedure:
Step 1: Divide the stego image into 8x8 blocks.
Step 2: Calculate DCT coefficient for each block.
Step 3:Quantize the coefficients
Step 4: while secret message not completed do
4.1 get next DCT coefficient
4.2 if DCT#0, DCT#1andDCT #-1
Then concatenate DCT LSB to
Secret message
End {if}
End{while}
Step 5: Decode secret message bits using
The Huffman codes.
End.
Output: Secret message.

B. F3 &F4 ALGORITHM

walk. In the second pass, the histogram of thgositaage is
adjusted to match that of the cover image is simiddhat of
the cover image, the an avoid the detection otttiesquare
family attack. Because the histogram of the fitegjs image
is similar to that of the cover image, the stegage created
by the Outguess algorithm can avoid the detectfdgheochi-
square family attack.

E. MATRIX ENCODING

Crandall proposed Matrix encoding [10] to improvee t
embedding efficiency by decreasing the number gfiired

bit changes. Westfeld proposed F5 algorithm [20jctvh
implement matrix coding .This algorithm modifiegtbet of
LSBs of quantized DCT coefficients after round st€pe

notation (1,n,k), where n denotes embedding k nyesbés
into an n bits block by modifying one bit of thet.s€

consist of blocks of length n and message, M, ctsf
blocks of length k.

F. MODIFIED MATRIX ENCODING

In previous encoding shows that F5 used (1,n,k)ectd
embed k bits into an n bits LSB block. Y. Kim et al
proposed to use (t, n, k) to increase the podsilolf bit
change choice in each cover block. It is called MME

In F3 algorithm [7], decrease absolute value of the{Modified Matrix Encoding) [13].

coefficients to be matched between secret messagad
LSB of JPEG coefficient. If the coefficient becomasro

after decrease operation, we exceptionally skipredee
operation and check next coefficient.

F4 algorithm developed to complement the weekné$s30
[7].A negative coefficient is inversed. To match B.Sf

coefficient with secret message bit, negative ddefit

should be increased and positive coefficient sholoéd
decreased depends on the secret message bit.

C. F5ALGORITHM

G. MODIFIED JPEG JSTEG

This algorithm evaluates the performance anficieficy

of using optimized quantization tables instead efadlt

JPEG tables within JPEG steganography. It was fahatd
using optimized tables significantly improves theality of
stego-images. Moreover, this optimization strategysed

to generate a 16x16 quantizatiotable instead of that
suggested in [14]. The quality of stego-images was
reatly improved when these optimized tables wesedu

To provide a secure and high capacity JPEGp this method, for each 16x16 quantized DCT bidtie

steganography, Westfeld [6] proposed the F5 algariin
2001.1t is a widely used algorithm now. Instead of
replacing the LSB of the quantized DCT coefficienish
the secret bits, the absolute value of the coefficiis
decreased by 1. Besides, the F5 algorithm randomi
chooses DCT coefficients to embed the secret hid a
employs the matrix embedding that
necessary number of changes to embed a message
certain length. This algorithm successfully defebhdth the
chi-square attack and extended chi-square attacks.

D. OUTGUESS ALGORITHM

In the same year, Provos [8] also proposed theuesty
steganographic algorithm to counter the chi-squatack
.The outguess uses two passes to achieve the eimgpedd
mission. In the first pass, the secret bits areeztdéd in the
LSB’s of the quantized DCT coefficients along adam

*She is the author of this paper.

minimizes the

least two- significant bits (2-LSBs) of each middle
frequency coefficient are modified to embed twecret
bits. Additionally, the Jpeg-Jsteg embedding teghaiis
used for the low frequency DCT coefficients without
¥hodifying the DC coefficient but this approach qaovide

a higher information-hiding capacity than jpeg-§ste

E?;]bedding algorithm:

1. The message (M) to be embedded in the cover image
is randomly generated.
2. The cover image is divided into non-overlapping

blocks of 16x16 pixels and then the DCT is used to

transform each blodkito DCT coefficients.

The DCT coefficients are scaled by the optimized an
modified 16x16 quantization table (Table 6.B)this
guantization table, the values of (1) représhe
middle frequencies to be used for edding (242
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5
bits). The quantized DCT coefficients of eatick From the Fig. 4, one can observe that many DCT
are roundetb thenearest integers and then set in zigzagcoefficients in high frequency area tend to be zdter the
scan order. quantization step in JPEG compressiorhe TDCT

4. The least two-significant bits of eaachiddle coefficients that turn out to be zero after quatton are
frequency coefficient in the quantized D6Ibcks are  selected for embedding the secret information. Hsobks
modified to embed two secret bits. having 64 DCT coefficients, as FO to F63. Mostlyaihthe

5. The JPEG entropy coding (DPCM, Run-Length codingbCT plocks the value above F25 is zero. So the DCT
and Huffman coding) is applied to compress thesggefficients from F26 to F63 are selected in zigaedgr for
resultant blocks, and then the jpeg file is ob®ine hiding secret data in each block results in beilteage

quality and increased capacity than other jpeg cesged
H. COMPLEMENTARY EMBEDDING image method as about 58% of the pixels are useddia

In this algorithm, a secure and high-capacity JPEG@dINg inevery 8 x 8 DCT block.

steganography is proposed. Instead of flippingliE8s of

the DCT coefficients, the secret bits are embeddethe Original

cover image by subtracting one from or adding an¢he Imaae

non-zero DCT coefficients. It is achieved by diwglithe v

quantized DCT coefficients and the secret bits into parts DCT & Dequantized
according to a predefined partition ratio [15]. Téfere, this Quantization bCT

method cannot be detected by both the chi-squadetran
extended chi-square attacks.

Embedding algorithm:

1.

I. QET BASED JPEG STEGANOGRAPHY

) ) QET > InLqrcjnjation ¥ Quantization
Transform the raw data of the cover image into Iding
DCT coefficients and then the quantized A v .
coefficients is rounded to the nearest integers D. Secret Encoding
Use a stego key K1 to permute the quantized Information & L
coefficients Q. transmission

Divide Q into two parts, Q1 and Q2, according to a Fig 5. Block diagram of QET method.

predefined separation ratio x.
Use a crypto-key k2 to encrypt the original V. PERFORMANCEANALYSIS

message O, and obtain the secret-bit sequence S. ag 4 performance measurement for image distortiba,
Divide S into two parts, s1 and s2, according t0 &ye|| known Peak-Signal-to-Noise Ratio, PSNR, whish
predefined separation ratio x. classified under the difference distortion metrizan be

Let L1 & L2 denote the length of sl & s2 jhjjieq to the stego-images. It is defined as:
respectively, concatenate L1 and s1 & L2 and s2 to

form the secret message M1 & M2 respectively.

3 2
Thatis, PSNR = 10 x lag 22> dB,
M1=L1*S1,
M2=L2*S2, where ' denote concatenation
operation. where MSE denotes the Mean Square Error between the
Embed M1 & M2 into the non-zero coefficients of original image and reconstructed image. For an M\ x
Q1 and Q2 respectively. image, its MSE is defined as:

Combine the modified Q1 and Q2 to form a single

coefficient sequence Q3 and use the stego-key k1 2
for coefficient de-permutation (D1). _ i
Compress the D1 using entropy encoding to obtain - N
the JPEG stego-image.

i=1 j=1

. iz[x[i,j]—k[i,j]jz

Here X[i , j] and X'[i , j] denote the original and

The proposed method hides secret informationPRG- decoded gray levels of the pixel [i , j] in the igea
compressed images according to the QET entries [D&}a respectively. A larger PSNR value means that thegos
embedding requires three steps: selecting DCT icoeits, image preserves the original image quality bef@SNR
information hiding and modification of quantizatitable. values falling below 30dB indicate a fairly low djtvi.e

*She

the distortion caused by embedded image is obvious.

is the author of this paper.
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Hide and Seek

Hide-in-Picture

Stella

Originaage
Fig 6.2 Stego images of eachnsok tool appearing in the
Table 1.1.

A quality stego image should strive for a PSNR eadund
above. “Table 1.1” shows the PSNR values spawned by
various software based domain methods and apptiedeo

PEHR vl =

ot
wr o Hide
Slnt

+  Secclatiz-

=lot

= ol

- Ri-i

Fig 6.3 Additional experimewn stegnography
Software.

A Performance analysis of some steganographic tisols
studied in [7].In “Table 1.2”, the sign\) indicate the
charcterstic is present, (-) indicates the unabditg of
information while (x) gives the negative respohsehe
table columns,(1)(2)
encryption support (4) random bit selection.

represent frequency domain (3)

TABLE 1.2 COMPARISION OF DIFFERENT TOOIGF JPEG

. K . . . . FORMAT
images as shown in Fig 6.1, Fig 6.2, Fig 6.3 and Fi
6.4",which depict the output of each of the tools
Name Creator Year| (1 2) 3) ®  Detected
by
Jsteg Derek - DCT x x | Chi-
TABLE 1.1 SUMMARY OF PERFORMANCE OF COMBN Upham square test
SOFTWARE JP Allan 2001 DCT | Bloufish | x | Chi-
Hide | Westfeld square test
SOFTWARE | PSNR VISUAL INSEPCTION g‘estg%
F5 Andreas| 2001 N Bloufish | ' | Fridrich’s
Hide & Seek | 18.608 | Very clear grainy noise in thetego image Westfeld Algo
which renders it the worst performer. Outgu | Provos 2001 DCT Rc4 N | Fridrich's
ess & Algo
Little Noise. Accepts only 24 bit bmp fileg. Hoonoc-:;]ym
Hide in Creates additional color palaette entries. |k
Picture this case the original boat image has 32
23.866 | (olors and the generated stego-image
augmented the number to 256 by creating Table 1.3 shows the performance analysis of capdirit
new colors. bits) for various embedding algorithms applied @miaus
Stella images as shown “Fig 6.5, Fig 6.6, Fig 6.7, Fig 6uhich
26.769 | Little Noise. Accepts only 24 bit bmp files. depict the output of each jpeg embedding algorithms
37.775 . .
S-Tools No visual evidence of tamper.

*She is the author of this paper.
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algorithms are also vulnerable to recompressionchvlis
overcome by DWT domain. The embedding process can
also be done by modifying some coefficients, whare
selected according to the type of protection negdedf we
want our message to be imperceptible then the taigbe of
frequency spectrum is chosen but if we want oursags to

be robust then the low range of frequency spectisim
selected. Usually, the coefficients to be modifiedong to

the medium range of frequency spectrum, so theddeoff

TABLE 1.3 COMPARISION OF CAPACITY (in bits) FOR
VARIOUS EMBEDDING ALGORHMS

Test Jsteg | F5 Outguess| Complementary| Modified between perceptual invisibility and robustnes<hieved.
image embedding Jsteg
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