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Abstract—Rogue Access Points (RAPs) cause serious security
threats to wireless networks. To detect RAPs, we propose a novel
user-oriented framework based on security condition. AP’s
security condition which includes cipher and authentication type
has been specified by the vendors. So it is difficult to be faked
when authentication type is specified as IEEE 802.1X by the
vendors. Authorized APs’ SSID and security level have stored in
database, and by comparing this information we can determine
whether an AP is a rogue one or not. Furthermore, we provide
users with optional secure channel. The experimental results
show that the proposed framework can work efficiently.

Keywords-Rogue AP (RAP), WLAN Security, Wireless
Intrusion Detection; Wireless Monitoring; Secure Wireless
Channel

. INTRODUCTION

As the development of mobile technologies, the demand for
communication over Wireless LANs System (WLANS) has
increased. More and more users start to use wireless devices to
access the Internet. However, the popularity of wireless
communication also provides new opportunities to attackers.
Wireless transmission employs microwave to spread data over
the air. So within the range of Access Point (AP), all wireless
devices can receive the wireless signal. As the signal can’t be
directed to a specific receiver, it will be easy for cyber
criminals to monitor network traffic, disrupt data flows and
infiltrate networks. These risks make wireless security to be
more important.

The most challenging security issues that should be
considered are Rogue Access Points (RAPs). A RAP is
typically referred to as an unauthorized device which connects
to the corporate network in many literatures. In this paper we
view RAPs as improperly configured, unauthorized, phishing
and compromised APs, which were detailed described in [1]. A
RAP can be detected on both the operator and user sides.
Administrator-oriented solutions need centralized system that
collects, detects and manages information, such as Wireless
Intrusion Prevention System(WIPS). And these solutions can
be classified into wireless-side and wired-side. On the wireless-
side, solutions are proposed based on the intuitive idea of
sniffing the RF spectrum to search unauthorized wireless
traffic. And researchers developed wired-side techniques based
on temporal traffic characteristics. But wireless-side solutions
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had deficiencies on cost and scalability. Meanwhile, wired-side
solutions only can work on the assumption that a sample of
wireless traffic is available for comparison. To mitigate these
deficiencies some previous schemes have been done to
combine  wireless-side  with  wired-side. But these
Administrator-oriented solutions only can be used in some
areas with fixed users, such as companies, universities. Users
who want to access to WiFi hotspots at airports or another
public places can’t be protected well against RAP. So user-
oriented solutions are proposed to solve that problem.

User-oriented technique allows the user to independently
determine whether an AP is a RAP or not without assistance
from the WLAN operator. It can be implemented on wireless
devices, such as laptops, mobiles and pads. So far, researches
on it mainly detect two WiFi-hop, to identify RAPs. We
propose a novel user-oriented framework for not only detection
but also prevention. The proposed framework captures beacon
messages to get some necessary information. If new AP’s
information is different with that in database, it can be a
potential RAP. Furthermore, if new AP’s security level is
lower, the user can choose to use security channel. This
proposed framework can avoid users connecting with RAP.

Il.  RELATED WORK

As discussed above, there are a variety of solutions existed
for detecting Rogue Access Points, which can be classified into
administrator-oriented and user-oriented.  Administrator-
oriented solutions need central server, while user-oriented
solutions only work on the client side.

A. Administrator-oriented Solution

Administrator-oriented solution works on both wireless and
wired side. It allows the Administrator to dynamically select
detection algorithms and thus to maintain a detection baseline
which can be readily extended when certain events occur.

1) Wireless-side Detection

The main wireless-side solution is to deploy sniffers
throughout the network to gather information which can help
detect RAPs. Nowadays, many wireless sniffers can be
available, such as AirDefence [2], AirMagnet [3] and Airwave
[4]. They use a combination of radio frequency sensors to scan
the spectrum at 2.4 and 5GHz, for unauthorized traffic.



Information gathered by sniffers is identifying characteristics
including MAC addresses, vendor name, and SSID. Although
they are widely used in many enterprises, it is expensive. The
latest release, AirDefense 7.2 has a starting price of US $7,
995.

To improve the expensive deployment of sensors, [5]
provided a solution by using inexpensive radio devices (such as
USB wireless adapters). Furthermore, [6] and [7] proposed an
agent based intrusion detection and response system for RAPs.
In this system each agent is equipped with network cards to act
as a sniffer, and return an information packet of new APs to the
server. The server compares it to information of authorized APs
which have been stored by hands to determine if it is a rogue
AP. But the intrusion detection capabilities are stymied by
MAC address spoofing.

[8] have shown that the clock skew of a device remains
consistent over time but vary significantly across devices. So
[9] explored the use of clock skew of a WLAN access point
(AP) as a fingerprint to identify RAPs. They calculate every
AP’s clock skews by collecting their beacons and probe
messages. If any AP’s clock skew is different from existing
clock skews in the database, the AP is then identified as a
rogue AP. Although it is effective for detecting RAPs inserted
by malicious outsiders, but can’t be applied to detecting RAPs
inserted by malicious insiders due to periodic clock
synchronization among the nodes.

2) Wired-side Detection

All successful wireless traffic finally arrives at wired
backbone. So centralized network administrator can manages
and monitors WLAN at wired-side. The most common solution
used in wired-side detection is using wireless traffic
characteristics to distinguish wireless nodes. [10] present a
RAP detection approach by analyzing traffic characteristics at
the edge of a network. The link layer for wireless networks is
not as reliable as Ethernet links due to variations in channel
conditions. This causes a variation in wireless link capacity and
introduces random delays.

[11] used spectral analysis to identify wireless traffic. The
802.11 PHY has multiple data transfer rate and each rate
corresponds to a different PHY modulation scheme. It is the
responsibility of the rate switching algorithm which have been
specified by the vendor to select the proper rate (modulation
scheme) per packet. As the rate changes during the frame
transmission, noticeable and unique jumps in the Inter-packet
Arrival Time(IAT) occur. We can artificially produce these
variations and use them as a signature that’s unique to wireless
traffic.

[12] proposed a passive online RAP detection by examining
the arrival time of consecutive ACK pairs in TCP traffics. They
built a classifier based on a sequential hypothesis test and
exploit fundamental properties of the 802.11 CSMA/CA MAC
protocol and the half-duplex nature of wireless channels for
automated online detection of RAPs. However, the use of ACK
pairs limits this technique to TCP traffic.

[13] used the client-side bottleneck bandwidth as a
distinguishing feature between wired and wireless hosts. The
bottleneck bandwidth is computed using the packet-pair
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technique and the results are stabilized using the sliding
window technique.

B. User(Mobile)-oriented Solution

Some authors in different research papers [14-16] utilizes
round trip time of TCP traffic to detect rogue APs. If the node
is connected through the RAP, it will take two wireless hops to
reach the local DNS server, instead of one. The added delay
will be visible in the round-trip time.

[17] exploit the communication structure and property of
evil twin attacks. In the evil twin AP scenario, the victim client
communicates with a remote server through an evil twin AP
and a normal AP. Obviously, compared with the normal AP
scenario, the evil twin AP scenario has one more wireless hop.
This can be seen by using the Inter-packet Arrival Time(1AT).

[18] proposed a solution which was different from previous
work, it does not depend on timings to detect a multi-hop
setting in Evil Twin attack. In this solution, the user sends a
watermarked packet to the echo server, and then listens to
different channels. If an evil twin attack is being launched, the
watermark will necessarily appear on the wireless link between
the evil twin and the legitimate APs.

[19] utilizes PLCP (Physical Layer Convergence Protocol)
header of IEEE 802.11 frames to differentiate an attacker
station from a genuine station. The modulation types and data
rates in PLCP header depend on rate adaption algorithm used
in the drivers of the wireless adaptors or access point and
environments. Therefore, it is much harder to forge. However,
because of limited data rates and modulation types in 802.11, it
is possible that the data rate of attack station is the same with
the data rate of the real station.

IIl.  PROPOSED FRAMEWORK

In this paper we propose a novel user-side solution, which
based on security level to detect and prevent client against
rogue AP. The authorized APs’ SSID and security level have
been inserted into database by hand.

The goals of the proposed framework as follows:

e  Detect potential rogue AP from client side when access
to WiFi hotspots.

e Notify users when security threats are detected.

e Support users with optional security association
between mobile terminal and secure gateway to
prevent against security threats.

A. Basic Concept

Our framework can detect potential RAP and provide users
with protection. We get AP’s information by analyzing beacon
messages. And then compare these information with database
to determine whether the AP is rogue one or not. If it is a rogue
one, we will inform the user and support optional security
channel.



B. Architecture of Framework

The proposed framework composes of User Terminal,
Secure Gateway. The user terminal is equipped with some
components which includes connection monitoring module
(CMM), security check module (SCM), database (DB), threat
alarm module (TAM), and security association module (SAM).
Figure 1 shows the architecture of proposed framework.

CcMM
v I
sCM —[”"ﬁ'
T SAM W

Figure 1. Architecture of proposed framework

Function of each components:

e CMM: Sniff and capture beacon messages to get SSID,
cipher and authentication type from them.

e DB: Database saves the authorized APS’
security level information of previous connection. The
security levels are defined in the Tablel and Table2.

e SCM: Compare the cipher and authentication type
determined by CMM with DB. If the security level of
this connection is lower than that with same SSID
stored in DB, SCM will go to TAM.

e  TAM: Inform the threats to the user.

e SAM: Associate secure channel with secure gateway
(e.g. VPN server).

TABLE I. THE LEVEL OF CIPHER

Level Cipher type
Level 1 CCMP
Level 2 TKIP
Level 3 WEP-104
Level 4 WEP-40
Level 5 No Cipher

Cipher types are based on IEEE Std 802.11i -2004 [20]

TABLE II. THE LEVEL OF AUTHENITCATION AND KEY MANAGEMENT

Level Authentication type Key management type
Level 1 IEEE 802.1X RSNA key management
Level 2 PSK Es?r’:lgpl\:’ S|P<<ey management
Level 3 No authentication

Authentication and key management types are based on IEEE Std 802.11i -2004 [20]

C. Operation of Framework

In the proposed framework when a user wants to connect
with an AP, CMM will get the SSID, cipher and authentication
type of that AP. And then compares {SSID, cipher type,
authentication type} with DB. If it isn’t included in DB or not
completely compared, it maybe a rogue AP. So the TAM will
inform the user and ask whether he/she wants to connect with
the secure GW or not. If the answer is OK he/she will
associates secure channel with secure GW after this
connection. And by answering NO, this connection will be
prohibited.

However, in case, {SSID, cipher type, authentication type}
is the same with the information in DB, SCM will check the
security level defined in Table 1 and Table 2. If security level
of this connection is low, TAM will inform the user. And then
the user can choose to associates secure channel with secure
GW after this connection or access to this AP directly. But if
security level is high, this connection can be allowed. Figure 2
illustrates the flow of the proposed framework.

‘ Initial WiFi AP Connection ‘

Check security method ‘
SSI ‘ 1
Compare security type
between DB and this
connection
. Yes This AP is a potential
= Is different? /_';‘;-—b Rogue AP
- Inform to the user
Y
N Ask the user,
No " Islow security T “Do you want to connect
— level? — to the secure GW?”
Y l
‘ Inform to the user ‘ e — Isuser's answer”-_""""-»..,__N°
| =T
Ask the user, Yes
“Do you want to connect
to the secure GW?”
Isusers answer Yes Associate secure channel
< e——p with secure GW after this
— OoK? — .
connection
-
—-{ Allow this connection I
I Prohibit this connection }4—
End
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Figure 2. Proposed framework workflow



IV. EXPERIMENTAL ANALYSIS

For experiment, we set up two RAPs of SSUWLAN in our
university and captured beacon messages from these APs. The
beacon frame format is illustrated in Figure 3 which includes
SSID and RSN of an AP [21]. The RSN information element
contains authentication, pairwise cipher suite selectors, and a
single group cipher suite selector. These sub-fields of RSN
show the AP’s cipher type, authentication and key management

type.

Frame | Duration Sequence Frame
Control AD o | S = Control Body s |
<Management frame format
Beacon Supported
[ Timestamp | 520 Capability SSID Ratas RSN "
<Beacon frame format=
Pairwize | Pairwise
Group AKM AKM
Element Length | Version|| cipher Cipher Cipher Suite Suite RSN PMKID PMKID
D Suite Suite Suite Count List Capabilities | Count List
Count List
<RSN i

Figure 3. Beacon frame and RSN information [21]

In this experiment, the SSUWLAN AP’s SSID, cipher type,
authentication type have been stored in database. From
captured beacon frame in Figure 4 we can see that this AP’s
SSID, cipher type and authentication type is {SSUWLAN,
CCMP, WPA}. It is a legitimate one and its security level is
high, so users can connect it directly. However, beacon frame
in Figure 5 has the same SSID with legitimate AP and no RSN
information. It is an open rogue AP. In other case, Figure 6
shows another rogue AP whose authentication type is PSK
different with legitimate one. For these cases, our framework
will ask the user if he/she wants to associate secure channel
with secure GW after this connection.

No.. | Time Source Destination | Pratacol | Info
1 0.000000 EfmNetwo_a7:4b:40  Broadcast  IEEE 802 Beacon frame, SNe3072, FNe0, Flagss. <, Br-lo0, ST L Ap
2 0.011966 Cenmrali_agisnioe  Brosdoast N-0, Flags-.
3 0.04484 rubag b:el
3 0.04732% P 2t
5.0.060700 5541
6 0.07504 Im o
7 0.080576 cer 0:10
80.102432 Ef 140
9 0.114355 cer o

5510-
=100, SSTn="ncl ah wir

SH-1759,
SNe7440 Fe0. Fla

N_a4:40:0¢
10 01147108 asiist pke 37:R7:7F
o Frame 5 (171 bytes on wire, 171 bytes camured)
© Radiotap Header V0, Length 26
® TEEE 802.11 Beacon frame, F1ags: ...
© 1 1 5 TR s AN s Frame
& Fixed parameters (12 bytes)
= Tagged Daramevers (105 byres)
SSI0 paremeter set: "SSUeLAN
Tag Number: 0 (SSID parameter set)
Tag Tength: 7
Tag interpretation: SSUMLAN
+SUpported mateET T.0(8) Z.0(8) 55 IT-
# DS Parameter set: Current channel: 6
@ TraFtic idlcation Wap (TIN): OTIM 0 of 1 bitnap sapcy
% Country Information: Country Code: KR, Any &
® Power Constraint: Tag 32 Len 1
& TPC Report
® ERP Information: no NON-ERP STAS, use protection, short or lang preambles
+ Extended supported kates: 24.0 36.0 48.0 54.0
= RSN Information
Tag Mumber: 48 (kSN Information)
Tag length: 20
T35 P TE, versTon T
Tag interpretation: Multicast cipher suite: AES (ccM)
+ of

6.0 9.0 12.0 18.0

& ReN Capabilities: 0x0000
# vendor specific: atherosc

© Reserved tag number: Tag 51 Len 4
® Reserved tag number: Tag 67 Len 4
® Reserved tag number: Tag 70 Len §

Figure 4. Beacon frame of legitimate AP
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No. Time Destination | Protocal | Info

1 0.000000 Broadcast  IEEE 802 Beacon frame, SN-3072, FN-0, Flag .C, BI-100, SSI0-"CNSL_AP"
2 0.011966 0 Brodcist  ISE 02 seacon frame, oG BEA00, SSIoNESPOTY
30044841 Arubaver_c2idbiel roadcas TEEE 802 6 » 61100, SSID="SSUNLAN"
4 0.047329 roadcst  Jock oos oaes swesmy,
5 0.060700 Broadcast  IEEE 802 Bea 812100, SSID=
60,075 Eroadcast  TEEE 802 Beacon Trame, 4 BI-100, SSID="SSUWLAN
7 0.080576 Groadcast  1EEE 802 Geacon frame, + BI=100, 5S10=
8 0.102432 Broadcast  Tece 807 seacon frame, BI=100, S5

0.114355 Broadcast  IEEE 802 Beacon frame, sr-00; Ss10
10 0147106 Asusrekc 32:R7:7F  Renadeasr TEES e 2100] GSThL"NC1 3h

+ Frame 6 (34 bytes on wire, 94 bytes captured)

& Radiotap Header vO, Length 26

® IEEE 802.11 Beacon frame, Flags:

= IEEE 802.11 wireless LAN management frame
& Fixed nmmexers (12 hy! 5)

SSID parameter set: "SsUNLA
Tag tumber: 0 (SS10 parameter set)
Tag length: 7
Tag imterpretation: SsUMLAN

TTTTETRATET T

® Exten dedsupyntedkalts 6090120150240350480 54.0

© DS Parameter ssv: current channel: &

Figure 5. Beacon frame of rogue AP case 1

No.. | Time Desination _ Prolocol | Info

543 5029316

sisEL Fusd, flagse.. 6 81100, SSioSSe
. Flag:

robe Re:
TEEE 802 beacan frame, SNe2382, Fie0

1ece gz prabe Request, Su 0, FN=0
b6t 1666 902 Probe ke

Teee 80 bea N=3338, F
IEEE 802 Probe | I\Equzsl S, P
IEEE 802 Beacon frame, SN
1EEE 802 Probe Recuest. Sne0. FNe=D. Flaos=...

€, BI-100, SS510="linksy:
C, 812100, 55I0="1inksys.
S510=6roadcast

€, BL-200, S5T0-"NCLabW
.. S5r0-Broadca.

Tocinkr “oeissite
Asustekc_32:87:7F
552 5.533207 oI e as e
+ Frame 546 (116 bytes on wire, 116 bytes captured)
® Radiotap Meader vo, Length 26

% IEEE 802.11 Beacon frame, Flags:
= IEEE 802.11 wiraless LAN management frame

& Fixed parameters (12 bytes)

.........

SSID parameter set: " SSUWLAN
Tag Nutber: 0 (SSID parameter sev)
Tag length: 7
Tag interpretation: SsusLan

S SUOTTE REES T U 0SS I

® Extended Supported Rates: 6.0 9.0 12,0 18.0 24,0 36,0 48.0 54,0

® DS Parameter set: Current channel: 7

S RSN Information

Tag Mumber: 48 (RSN Information)
Tag length: 20
T3g Irerprevationt

oW TE, version T
Tag fnterpretation: multicast cipher sufte: AES (o)
Tag interprecation: # of unicast cipher suftes: 1
Tag imerpretation: unicast cipher suite 1: AES (coM
Tag interpretation: # of auth key management suites: 1
aq interpretation: auth ke,

# RSN Capabilities: 0x0001

Figure 6. Beacon frame of rogue AP case 2

V. CONCLUSION

In this paper we presented a novel RAP detection
framework. It can protect user against evil twin attacks as well
as SSID fake attacks. It is a user-oriented solution. So it can be
used not only in companies, but also in public areas. The
proposed framework performs by capturing beacon messages,
getting {SSID, cipher type, authentication type} information,
and comparing information with database. Our experiment
showed that the proposed framework can work efficiently to
protect users against RAPs.
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